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It is the week prior to the American holiday of Thanksgiving and I have a tradition
of preparing a message to my team every year at this time. Please permit me
to share the same message with the global DM community as it seems quite
applicable.
Thanksgiving is a unique holiday that is celebrated by just about everyone
in the United States. Crossing religion, ethnicity and race, it has special
meaning to many people and me personally as an immigrant to this country
who has come to call it home. The fundamental purpose is simple as all
great things tend to be. It is an opportunity to pause and express gratitude
and thankfulness to everyone around us.
To all of you everywhere in the world, please accept my sincere appreciation
and THANKS for everything you do for the patients in our trials and for the
millions who will benefit from the fruits of your labors in the long run. Rather
than long explanations of what I mean, I attach below a story shared by the
father of a child who suffered from acute lymphoblastic leukemia. Connor
is part of a pediatric trial for a novel T-cell therapy. His family has chosen to
share their story publicly, inclusive of their gratitude to all the people “behind the
scenes” who have helped to cure their child of cancer:
Connor’s Hope

November 14 at 2:28pm

I believe we have witnessed a miracle! There is just no other way to put it.
Dr. XXX just called and told us that the results of Connor’s bone marrow are negative.
He is cancer free!!!
As the tears run down my face while writing this, I am in disbelief. In July, I was told that my
son had a 30% chance of survival. Today he has been given an all clear. No cancer. How
can that be? Its been just 4 months! Before it took 3 years to get that call. Of course we are
cautiously optimistic about this new reality. We have been told twice before he was cancer free.
But I must admit, this time I believe it. This time we are done. This time we can move forward with our
lives. I watched the t-cells savagely attack the cancer in Connor’s body. I watched as he hallucinated
and became delirious from the sheer nature of his body heating up to a breaking point, forcing his fevers
to over 107 for days. I sat and watched and thought he would die from just inches away from his bedside.
And if he had, I knew I would die along with him. And now it’s over. As simple as a phone call and his life
and our lives are irrevocably changed.
I believe that we must move forward now with our lives. We must thank each and every one of you who are now
or have ever looked at this page and shared it or prayed about Connor. Not just the obvious thank you’s to XXX
and XXX for showing us this life saving treatment, but to the countless behind the scenes people that have been there to
answer every late night text or call. You know who you are! I truly believe that without each of you, this miracle would not
have been possible. It has been a long road and I will continue to chronicle this journey. But this huge milestone has passed.
Continued on page 3
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Letter from the Chair
Continued from page 2
To further put this in perspective, when I contacted the family for permission to reference or quote their postings,
this was the response I received and wish to share because it was not meant for me but rather for all of you:
Please let me know if u need anything at all from us. I know u wrote the article already but if u need a
quote or a phone interview with Connor or I we would be happy to do it. Without the tireless work of
people like yourself and your team, my son would most likely not be here. So I hope, no matter how
bad any one day for any 1 person is, please let them know we are forever grateful and owe a sincere
debt of gratitude to each of them.
Two years ago many of us had the opportunity to meet the parents of the first child ever treated in this program
and thankfully cured by the same therapy. They gave the keynote address at the annual SCDM Conference in
2014. Their demonstration of gratitude is something I will never forget. Please take a short pause and appreciate
what the words and numbers we are processing really mean and the impact of our work. I leave you with a
simple challenge.
When you go out from your desk make a point to say good morning or good afternoon to everyone you
come across. Pause and say thank you to everyone who holds the door for you and make sure you pause to
hold the door for the person behind you. The next time anyone around you demonstrates the slightest act of
kindness, stop and say thank you. If you’re debating on some issue, put yourself in the other person’s shoes and
contemplate how great a compromise would be. And while you’re doing all these things, hold your head up
high and smile because you are making our shared world a better place.

Editorial Board
Rehana Blunt, M.A.
Amgen

Stacie T. Grinnon, MS, CCDM
Co-Editor
Quintiles

Lynda L. Hunter, CCDM
Co-Editor
PRA Health Sciences

Elizabeth Kelchner
Rho, Inc.

From me and from every patient currently in a clinical trial and everyone who will eventually benefit from your
work, THANK YOU for everything you do.

Nadia Matchum

Happy reading!
Best regards,

Claudine Moore, CCDM
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“Isn’t it funny how day by day nothing changes, but when you look back,
everything is different…” – C. S. Lewis
During this time of the year, our thoughts are about
accomplishments in the past year and moving on to 2017.
Change can be very subtle and hard to see when we’re
focused on day to day tasks. Hopefully, this issue of Data
Basics will provide a different view of our industry and help
bring its changing landscape into awareness.
In this issue, authors share their thoughts on pertinent topics
for Clinical Data Management. Several articles expand our
understanding of the evolution of technology by describing:
•	
Applicable directives and guidances for industry
relative to creation, maintenance and retention of
source documentation
•	Integration of electronic Clinical Outcome Assessment
data from mobile technology

•	Application of data standards in the next generation of
eClinical software.
The final two articles delve into relevant trends for our
industry,
•	Personal data and data privacy and
•	Biopharmaceuticals issues and regulation.

Vadim Tantsyura, DrPH
Target Health, Inc.

Janet Welsh, CCDM

Boehringer Ingelheim Pharmaceuticals,
Inc.

Rey Wong, MS, CCDM

Publication Committee Co-Chair
Celgene Corporation

We hope you enjoy this issue and will consider sharing your
knowledge and experience in a future issue of Data Basics.
Happy Holidays,
Stacie Grinnon and Lynda Hunter, Co-editors

•	Use of CDISC standards to create a standardized data
warehouse any research institution can use and
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Elements of Traceability – The Persistence of Source
By Derek Petersen

Introduction
The ability to control and reproduce an experiment is essential to the
validity of any scientific investigation. As such, institutions around the
globe have produced guidances and regulations informing the clinicaltrial community of expectations and best practices to ensure the quality,
reliability and integrity of trial conduct and outcomes. The retention and
provision of investigational records and reports as a means of verification
of the clinical-trial processes and findings becomes a necessity. This
article provides an overview of applicable directives and guidances for
industry relevant to the creation, maintenance and retention of source
documentation.

Sample Directives
Efficacy Guideline 6 for Good Clinical Practice published by the
International Conference on Harmonization of Technical Requirements for
Registration of Pharmaceuticals for Human Use (ICH) states, “all clinical
trial information should be recorded, handled, and stored in a way that
allows its accurate reporting, interpretation and verification.”1
Part 11 of Title 21 of the Code of Federal Regulations published by the
United States Food and Drug Administration (FDA) states that persons
who use electronic systems must employ procedures and controls to
ensure the “protection of records to enable their accurate and ready
retrieval throughout the records retention period.”2 Additionally, this
part also states appropriate controls over system documentation must
be employed, including “revision and change control procedures to
maintain an audit trail that documents time-sequenced development and
modification of systems documentation.”3
Part 312 of Title 21 of the Code of Federal Regulations published by FDA
states, “a sponsor shall...permit [an authorized FDA] officer or employee
to have access to and copy and verify any records and reports relating
to a clinical investigation...”4, and “an investigator is required to prepare
and maintain adequate and accurate case histories that record all
observations and other data pertinent to the investigation…”5
This list of regulatory references is not exhaustive by any means, but
without doubt, it is clear the conservation of clinical documentation is
required for trial evaluation. Further, the protection and preservation of
source data, in particular, serves as what may be the most significant
safeguard to ensure effective trial evaluation.

Source Data
ICH defines source data as “all information in original records and
certified copies of original records of clinical findings, observations, or
other activities in a clinical trial necessary for the reconstruction and
evaluation of the trial. Source data are contained in source documents
(original records or certified copies).”6 FDA goes on to state “source data
should be attributable, legible, contemporaneous, original and accurate
(ALCOA).”7 The European Medicines Agency (EMA) extends this list of

ALCOA-characteristics to include, “complete, consistent, enduring and
available when needed.”8
Source data exists in several different formats, “including, but not limited to,
hospital records, clinical and office charts, laboratory notes, memoranda,
subjects’ diaries or evaluation checklists, pharmacy dispensing records,
recorded data from automated instruments, copies or transcriptions
certified after verification as being accurate and complete, microfiches,
photographic negatives, microfilm or magnetic media, x-rays, subject
files, and records kept at the pharmacy, at the laboratories, and at
medico-technical departments involved in a clinical trial.”9
ICH also goes on to state source documents, and thereby the source
data contained in them, are considered essential documents to be
included within the trial master file (TMF) preserved by the investigator.10
Because TMF organization and management are essential in order to
maintain overall trial-quality, EMA recommends a TMF-indexing system
be established “to ensure that the documentation is appropriately sorted
and filed, which facilitates audit, inspection and trial management.”11
Regardless of the particular organizational schema utilized within a TMF,
the contained source documents should be readily queryable by clinicalsite identifier, patient identifier, encounter iteration and/or case report
form (CRF) panel.
Further, FDA states sponsors12 and investigators13 must retain records for
2 years after a marketing application is approved, or for 2 years after
the last product-shipment if the drug is not approved. EMA indicates
investigators and sponsors “shall retain the essential documents relating
to a clinical trial for at least five years after its completion.”14 Though the
duration for which these documents must be retained differs by region,
all require the implementation of reliable and enduring archive tools and
practices to ensure the durability of the information.

Certified Copies
The practical implications of maintaining source data can be complex
and immense, therefore the sanctioned option to produce a certified copy
as equivalent to the original recording of the data is significant. Original
recordings may live in the physical files of a medical records department
and may not be appropriately separated from their native residence.
Alternatively, as the implementation of electronic medical-record systems
continues, the native format of original recordings is increasingly digital,
in which case the most practical means to produce a record for trial
archive may be to generate a printed version of the digital data and
declare the output a certified copy. FDA defines a certified copy as “a
copy of original information that has been verified, as indicated by a
dated signature, as an exact copy having all of the same attributes and
information as the original.”9 Beyond this definition, precise guidelines to
execute the copy and certification process are not provided, although
a subtle yet significant addition to the FDA definition is offered by the
Clinical Data Interchange Standards Consortium (CDISC), stating a
certified copy may be verified “by a dated signature or by a validated
electronic process.”15
Continued on page 5
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Elements of Traceability – The Persistence of Source
Continued from page 4

Given the equivalent nature between an original recording and its
certified copy, the principles of ALCOA certainly apply to both forms
of the data, with the intrinsic caveat that the copy is not the “original”
record but rather an accurate and complete duplication of the original.
The additional attributes appended by EMA to the initial FDA notion
of ALCOA, specifically “enduring and available when needed,” ring
particularly true for certified copies, given the nature of the need to make
such copies.

maintain the traceability of the journey from source, including proper
data retention and duplication techniques, electronic-systems controls,
data verification procedures and archival standards.

Consideration should also be made with regard to who shall be
authorized to make a certified copy. These individuals must be equipped
to properly evaluate the ALCOA attributes of both the original record
and subsequent copy and, thus, in many cases should be the same
individual that carries out the copy procedure. Ideally, though not always
possible, the individual producing the certified copy will also be the
data originator, to further verify and ensure continuity between the forms
of data.

References

As previously stated, ICH indicates source documents should be
preserved within the TMF of the investigator. ICH also indicates original
signed, dated and completed CRFs should be preserved within the
TMF of the sponsor and copies of those CRFs should be held within
the investigator’s TMF.16 Special care must therefore be taken when the
CRF is the source document (e.g., data obtained directly from a patient
and first recorded on the CRF). In this case, the original CRF should be
preserved by the Sponsor and a certified copy kept with the investigator
To ensure the transparency, validity and uniformity of the certified-copy
process employed within a given institution, all considerations and
permissible operations should be thoroughly documented within pertinent
standard operating procedures, data management plans, protocols or
other necessary regulatory documentation.

EDC
With the continuously expanding application of electronic systems within
the trial environment, considerations for the electronic implementation of
source data become pertinent. Both FDA7, 9 and EMA8, 11 have released
statements with regard to the data-lifecycle as it relates to such systems,
including electronic data capture (EDC). As the EDC-system marketplace
matures, options to manage trial-metadata also expand, including
the ability to capture, and thus maintain, source-metadata within the
operational database of the trial. When properly executed, this can
be a powerful tool to aid in the data-capture, monitoring and archive
processes.

Conclusion
The path from source to submission is long and often paved with
opportunities to unintentionally deviate from the aim to implant the trialfindings with empirical truth. Missteps may occur within each stage of
trial execution, including initial data-transcription and entry mistakes,
database transposition errors and statistical miscalculations. Safeguards
and allowances have been devised and applied within the industry to
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For additional information regarding data archival and source data
verification, see the Data Storage and Measuring Data Quality chapters
within the Good Clinical Data Management Practices (GCDMP©)
manual, published by the Society for Clinical Data Management.
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13.	The United States Federal Government. Code of Federal Regulations.
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15.	CDISC Clinical Research Glossary
16.	The International Council for Harmonization of Technical Requirements
for Pharmaceuticals for Human Use. Guideline for Good Clinical Practice
E6. Part 8.3.14
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Data Manager Considerations for Integrating Electronic Clinical Outcome
Assessment (eCOA) Data
By David Rucker

Introduction
In the not so distant past, Patient Reported Outcomes (PROs) and
Clinician Reported Outcomes (ClinROs) were solely captured on paper;
following a process that included transmission of documents, data entry,
verification and review, where the data captured ultimately became
available within a database for consolidated review and analysis
purposes alongside other clinical data captured in similar manner from
different sources. The processes were time-consuming and often not
conducive for comprehensive clinical and quality review of a patient’s
data. Data were typically located in more than one location, lagged
in availability and often repeated across the various capture methods
resulting in the need for reconciliation of the data.
Electronic captured data have become the primary method for capturing
data for clinical trials within the past decade. In 2013, the U.S. Food
and Drug Administration (USFDA) issued guidance on electronic source
data capture to promote efforts to streamline and modernize clinical
investigations1. The more recent advances and popularity of cellular
and Wi-Fi technologies have enabled the introduction of mobile devices
to capture data for PROs, ClinROs, and Observer-Reported Outcomes
(ObsROs) that introduce new considerations for management of these
data. One primary concern is how data will be coordinated with other
clinical data, and if these data should be integrated with other systems
with the intent to improve the study conduct and data quality.
This article will present some of the topics to be deliberated when
deciding to integrate electronic Clinical Outcome Assessment (eCOA)
data. The scenario will be limited to integrating data from a provisioned
ePRO device to an EDC system.

Defining an Integration
Integration can be defined in many ways depending on the intended
use. We will focus on a ‘fit for purpose’ definition for Data Managers:
the integration of eCOA system data (origin) to an electronic Case Report
Form (eCRF) system (target) when using provisioned devices.
The need for integration can vary as much as the definition of
integrating. Early in the clinical trial planning process, decisions related
to the management of various data captured must be made. As with
most decisions, there are pros and cons and usually one or more key
factors will tip the decision one way or another. The key factors when
considering integration include quality, timelines, function, analysis and
other capabilities, users and financials or any combination of each as
they are all closely interrelated. Understanding how integrating affects
these factors throughout the lifecycle of a clinical trial is also important.
The remainder of this article will outline areas that should be considered
for decisions about the integration as related to each step within a
standard Systems Development Life Cycle (SDLC): Planning, Design,

Implementation, Testing, Maintenance and Decommissioning. This
outline will in no way cover every situation. However, it can serve as a
good starting point.

Planning
Perhaps the most important question to be asked when considering
integrating eCOA data is “What is the purpose of the integration?”.
A purpose should be defined as a guiding principle and involve such
questions as:
•	
Are the source data triggering an action (e.g., eligibility, visit
branching, notification) in the target system?
•	
What are the perceived benefits of transferring data from an origin
system to a target system (e.g., study team access to data in one
location, operational reports can be generated from target system)?
•	
Will the integration result in improved data quality (e.g., minimize
duplicate entry or redundant data)?
•	
With data existing in multiple systems, how will “source” be defined
and controlled?
•	
Will the integration eliminate manual processes otherwise needed to
ensure data quality?
•	
Do other options exist without impacting systems, timelines and
financials?
•	
Are there benefits throughout the conduct of the study that will be
realized by the integration?
•	
Will the extra resource investment required to implement and maintain
an integration provide an appropriate return or benefit considering
the size and duration of the study?
•	
In the case of a blinded trial, may the integration of data lead to
potential unblinding?
The answers to these and similar questions should be documented in
Project and Data Management Plans and in Data Integration Requirement
documents. These documents should also include:
•	
Communication Plans,
•	
Data Flow Plan,
•	
Technology Specifics (e.g., data encryption, transmissions challenges),
•	
Handling Adds, Updates and Deletions,
•	
Timing Expectations and
•	
Data Cleaning

Design (Requirements)
The design of both origin and target systems must be coordinated. The
requirements for both systems must ensure the integration is addressed
Continued on page 7
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Continued from page 6

and neither system travels their own SDLC processes without coordination.
Lack of coordination will result in rework, delays in timelines and financial
impacts. The conceptual “mapping” of variables and their formats should
be completed during this stage of the SDLC.
Target systems should implement a design that allows for alternate paths
when the integration data’s purpose is to trigger an action within the
target system vital for the conduct of the study, safety of the patient or
clinical discretion of the site staff. Even with the advances in technology,
interruptions in the data flow can occur and alternative methods should
be thought about for these exceptions. For example, if an eCOA device
is unable to transmit data for any reason (e.g., lack of connectivity) and
the data are being integrated to define a patient’s eligibility and add a
randomization form in the EDC system, then an alternative may be giving
the site the ability to manually add the form.
Design requirements for both systems should always include prevention
of unblinding when applicable. Careful thought needs to be given to all
downstream processes once the data are integrated, including but not
limited to system access, reports and data extracts to ensure a blind is
not compromised.
Requirements should also address methods for alerting study personnel to
the status of integrations. This is particularly important in the case where
an integration fails, as it will enable action to resolve the integration issue
in a timely manner.

Implementation (System Configuration
and Programming)
The implementation phase is perhaps the most straightforward of the
SDLC assuming the design requirements have been well thought out
and documented appropriately. The introduction of Application Program
Interface (API) protocols, the Clinical Data Interchange Standards
Consortium’s (CDISC) Operational Data Model (ODM) and Extensible
Markup Language (XML) schema standards have simplified integration
programming. The challenge during this phase is change management
and scope creep modifications. The key to limiting rework as a result of
modifications is to ensure adequate communication paths are in place
and maintained. When possible, the target system design should be
available to the origin system designers. The more familiar the origin
system designer is with the target system, the more likely the development
process will account for impact to the integration process. The ability
for the origin system developers to have access to a test version of the
target system allows them to perform unit testing to ensure the integration
is working as intended.

Testing
Testing can be divided into two categories: internal testing and user
acceptance testing (UAT). Ensuring stable systems and a coordinated
effort between each system is vital to testing. Testing of each system’s
design should be completed prior to testing the integration. Testing

the integration and later finding a bug in either system, which could
potentially impact the integration, should be avoided.
The origin and target systems will more times than not be completely
configured or programmed at different times as each system has a
different scope. Early in the testing process, coordination is needed
to ensure one of the most basic links between the systems, the patient
identifier, will allow for a successful integration. The use of predefined
test sites and patients are one way to ensure the testing of each system
is optimized.
Testing should ensure all scenarios associated with the integration are
covered. This can significantly increase a standard testing timeline
depending on the scope of the integration. Scenarios such as adding,
updating and deleting records should be incorporated at a minimum.
Other test cases should cover exception scenarios such as duplicate
records, partial records, incorrect patient IDs, and locked forms in the
target system.
One matter often overlooked is continuity of resources involved with the
integration process from the planning stage. While it is always a good
idea to have fresh eyes reviewing the processes during the testing phase,
it’s important this time does not become an opportunity to completely
revise scope, unless absolutely necessary.

Maintenance (First Patient
In to Last Patient Out)
The maintenance phase starts once both systems have been placed into
production. This is the time where the investment in planning and design
will pay dividends. As every Data Manager knows, it is also the time
where the exceptions result in the bulk of our work. It’s important to plan
for the additional resources required to handle those exceptions.
An important consideration is that most eCOA data collected on a
device or via the Web is likely source data, thus limiting the ability to
verify the source prior to transmission and being integrated. It’s critical
the Data Management Plan clearly defines the concept of the source
for these data and where integrated data will be queried, if needed.
Ideally the query resolution process is maintained in the origin system
ensuring the source data are corrected per site approval at its source.
The integration process will need to re-trigger a transaction to update
the data in the target system. This process is important to ensure the
integrity and consistency of integrated data in both systems. A good
practice will be to implement a reconciliation process to compare data
between the systems to ensure consistency. An ongoing reconciliation
can be performed by the target system owner (using an origin system
data transfer) or the origin system owner (using an extract from the target
system).
The use of notifications or log files for each and every transaction is a
valuable tool requiring ongoing monitoring to ensure failed transmissions
are addressed, prioritizing integrations that impact protocol conduct
and patient safety. Notifications can alert data management teams
about locked forms, or key variables (e.g., patients, visits or forms)
Continued on page 8
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not existing in the target system which the integration is attempting to
populate. Integrations are designed to be instantaneous, and therefore
the opportunity to resolve potential dirty data issues will not exist. It’s
important to understand if conditions are met for the data to integrate,
they will integrate, right or wrong.
Version control between the origin and target systems is easily
overlooked during system modifications. It is paramount to ensure that
the communication between the two systems owners does not become
decoupled over the course of study conduct. It’s also imperative all
modifications consider integrations during the risk planning stage to
assess any potential impacts and ensure they are included in the scope
of the modifications. Integration regression testing should become part of
the testing process for changes to either system.

Decommissioning (Database Lock)
While there are many unique aspects to eCOA data collection for data
management, one of the most significant differences is the database
lock process, regardless of whether or not the data are being integrated.
An eCOA integration can complicate the locking process as the target
system is now dependent on locking the origin system.
The eCOA collection process, in a provisioned model, requires the return
of devices at the end of the study to ensure all data collected has been
transmitted from device to the eCOA database. An eCOA integration
will also require the data be transferred to the target system. A critical step
in the process is to ensure the eCOA vendor starts the process for device
returns as early as possible. Delays in the return and verification that all
data have been removed from the device could extend the time to ensure
a complete eCOA database and therefore also the eCRF database.
The Data Management Plan should clearly outline the decommissioning
processes, including final reconciliation, final file transfers and procedures
for addressing return deadlines, unreturned devices or devices returned
after either database is declared locked.

Conclusion
The evolution of technology continues to change the data management
landscape. The Society for Clinical Data Management (SCDM) has
recognized the changes and has published two White Papers from a
data management perspective on the topics of eSource Implementation2
and Use of Mobile Technology3. Additional challenges, such as data
integrations from eCOA will require careful attention of key factors such
as quality, timelines, function, analysis and other capabilities, users,
and financials or any combination of these factors to make informed
decisions. These factors should be viewed within the context of each
step of the SDLC. Data Managers can use the concepts presented in this
article to facilitate brainstorming activities at the planning stage and to
further develop additional plans when integrating.
References
1. The United States Food and Drug Administration, (2013). Guidance for
Industry. Electronic Source Data in Clinical Investigations.
2. 
Society for Clinical Data Management (SCDM), (2016). eSource
Implementation in Clinical Research: A Data Management Perspective.
3. Society for Clinical Data Management (SCDM), (2016). eSource in Clinical
Research: A Data Management Perspective on the Use of Mobile Health.
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Adopting a CDISC Data Model to Build a Clinical Data Warehouse
By Jaskiran Singh

The Office of Cyber Infrastructure and Computational Biology (OCICB)
of the National Institute of Allergy and Infectious Diseases (NIAID) at
the National Institutes of Health (NIH) has undertaken a Clinical Data
Warehouse (CDW) project to create a standardized database that will
house data from multiple research protocols residing in study-specific
databases on any clinical data management system (CDMS) or other
source database. The Extract-Transform-Load (ETL) process from the
CDMS consolidates the data and standardizes the format to populate
the warehouse. The ETL process maps the data using the Clinical Data
Interchange Standards Consortium (CDISC) standards and loads it
into the CDW, which is based upon the Study Data Tabulation Model
(SDTM). The warehouse design uses an open-source database and ETL
technology, specifically a PostgreSQL (Postgres) backend and Pentaho
data integration, to manage the ETL process so that any research
institution regardless of funding constraints can use this solution.

Background
The Office of Cyber Infrastructure and Computational Biology (OCICB)
of the National Institute of Allergy and Infectious Diseases (NIAID) at the
National Institutes of Health (NIH) currently provides clinical research
data management tools for almost 100 active protocols. A number of
the protocols are interventional clinical trials but most are longer running,
observational or natural history investigations which require continuous
management and oversight by scientific investigators and study
coordinators to ensure the data is accurate and consistent.
The OCICB has observed that the data used by the NIAID-sponsored
scientific investigations has become increasingly diverse because of
the evolving sophistication of technology. Beyond clinical research
data captured in the clinical data management system (CDMS), the
investigations increasingly include other electronic data such as
laboratory and safety data, genomic and proteomic data, medical
images and flow cytometry results. This has made the job of research
coordinators and data managers more difficult, especially when the data
can have a direct impact on the operational performance of a study
and by extension the safety of research participants. The multitude of
electronic data sources and increasingly complex data types require
proactive design and planning in order to integrate them into operational
aspects of study management.
In an effort to help data coordinating centers, clinical research
organizations and data managers to monitor the “health” of an ongoing
study with multiple data sources, the OCICB clinical study support team
has designed a Clinical Data Warehouse (CDW) that consolidates data
from multiple sources that each have their own data vocabularies and
data models. The CDW offers the following to NIAID researchers:
•	
Leveraging the Clinical Data Interchange Standards Consortium
(CDISC) Study Data Tabulation Model (SDTM)1, the CDW
standardizes the data into a consistent format even when the
operational data is formatted, stored and maintained in many
different ways in the source database. Use of the CDISC standards
reduces the need to re-transform the data for each use and provides

an industry-accepted model for most of the data collected in the
course of a study or trial.
•	
CDW offers an interactive user interface that allows users to run
various queries, status updates, etc., thus helping investigators to
make important study decisions.
•	
It helps investigators to release or share data, in a standard
format, with research organizations (e.g., the U.S. Food and Drug
Administration), regulatory authorities, and publishers.
•	
CDW serves as a foundation for data mining, data visualization,
advanced reporting (e.g., creating reports for Data Safety and
Monitoring Boards and Safety Review Committees) and Online
Analytical Processing (OLAP) tools.

Approach
Many of our research collaborations are with academic research teams
in low- to middle-income countries operating with limited budgets. As
already mentioned, the OCICB made the decision to utilize the CDISC
standards in building the CDW schema and dictionaries as they are
vendor-neutral, platform-independent and freely available via the CDISC
website.1 Similarly, the warehouse solution leverages open-source tools
that can provide a model for other clinical data warehouses in similar
environments.
The OCICB CDW uses the following open-source tools:
•	
PostgreSQL database: PostgreSQL is a powerful, open-source,
object-relational database system. It runs on all major operating
systems, including Linux and UNIX.
•	
Pentaho data integration: Pentaho open-source community edition
delivers powerful ETL capabilities.
•	
Red Hat Enterprise Linux 6.7: the open-source version is freely available
as CentOS 7 and is virtually identical in capabilities and features.
There are advantages and disadvantages to using open-source tools.
Disadvantages include the need to evaluate potential candidates
without a clearly supported training program and difficulty in using the
support mechanisms for organizations familiar with commercial product
maintenance contracts. For the clinical research community, effective
validation is a complex issue since it requires careful planning to validate
systems to ensure regulatory compliance and system functionality and
to ensure that the system meets end user expectations. However, for
the academic research community, particularly those with access to
computer science students or bioinformaticians, use of open-source
systems provides a solution that does not require expensive licensing,
particularly when sharing solutions with other institutions (special licensing
by commercial providers is often specific to the institution). The widely
accepted open-source solutions that OCICB used to develop the CDW
provides a model that other institutions can use without additional cost from
licensing. In addition, the model of open-source supports reproducibility
by other organizations, who want to adopt a similar model, as well as
interoperability since all organizations have equal access to the tools.
Continued on page 10
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Data Model
Figure 1 provides a schematic SDTM demographic domain table used

in our PostgreSQL database. There are some customized non-SDTM
variables included to meet specific requirements when necessary.

Figure 1. CDW Demographic Domain Data Model

Workflow
Figure 2 describes the standard workflow for the CDW. Source data
comes from various systems such as CDMS, laboratory information
management system (LIMS), research laboratory database, specimen
storage management system, and picture archiving and communication

system (PACS). The source data in these systems takes many forms such as
flat files, relational database management system (RDMBS) and medical
imaging files. The data is then consolidated into a single PostgreSQL
environment using the ETL process. Finally, the business analytics and
reporting tool uses the CDW database to create interactive dashboards
that are used by researchers, investigators, etc.

Figure 2. CDW Standard Workflow

Continued on page 11
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Implementation
There are various steps during the development life cycle of the CDW
that need careful planning and implementation. They include:
1. Creation of a mapping document
2. ETL development
3. Clinical study analytics and reporting
4. Validation (i.e., End-to-end testing)

1. Creation of Mapping Document
The creation of a mapping document involves not only the development
of the mapping document itself, but also the creation of metadata to
support the mapping document being developed. The following tasks
are involved during this process:
•	
Create the list of data fields that are in the CDW database (based
on the SDTM standard) with their corresponding datatype.
•	
Define source data field to target data field mapping and specify
any transformation if required.
•	
Define any general rules related to overall data mapping and ETL
process in mapping document.
•	
Maintain version control to track the history of changes that are made
to ETL mapping document before finalization.
Figure 3 explains the complete cycle starting with the creation of the
mapping document from the source systems. The diagram also describes

how the mapping document contains metadata for various fields in the
source systems and how that data is finally stored in the CDW database
with references to the source systems.

2. ETL Development
This step involves creation of ETL programs based on the mapping
document. The ETL process includes the following steps:
•	
Extraction: The data is extracted from various source systems using
native utilities and automation, if possible, into delimited files.
•	
Transformation: In this process, extracted data from its previous form
is converted into SDTM so that it can be loaded into the PostgreSQL
database.
•	
The transformation process will involve development of various
ETL transformations and jobs (using the Pentaho tool) that use the
mapping document to populate the warehouse data tables from
collected data points into the CDW.
•	
If the study data managers built the data source system(s) using
CDASH/SDTM vocabularies, then this transformation process is
much easier to map and to validate the mappings.
•	
The mapping might include algorithms for derivations and
calculations for each study.
•	
Loading: In this process, the Pentaho ETL tool writes the data to the
PostgreSQL database.

Figure 3. CDW Example Mapping Process Diagram

Continued on page 12
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Figure 4. CDW Sample Pentaho ETL Job

The data in the CDW is updated weekly from the source systems as
a study progresses. This frequency may be increased based on study
requirements. Figure 4 is a sample Pentaho ETL job for loading data into
the CDW. It shows how data is loaded into PostgreSQL database by
using various Pentaho transformations.

trends, patient safety outcomes, participant accrual and disposition, as
well as page counts and data quality indicators. In addition, the CDW
provides a standard system for creating DSMB reports, thus reducing
the need for sophisticated statistical programming skills to produce
customized reports on a study-to-study basis.

3. Clinical Study Analytics and Reporting

The Tableau reporting solution is being used for developing the CDW
reports. Figure 5 displays an example dashboard report that is part of
the Clinical Study Analytics and Reporting user interface. The depicted
report presents demographic summary statistics and enrollment trends,
which can be helpful in monitoring the progress of a clinical study.

The CDW also serves as a standard starting place from which to layer
specialized analytics and reporting tools such as data visualization
applications and centralized study reporting. This includes clinical study
reports such as those related to demographics summaries, enrollment
Figure 5. CDW Example Reports

Continued on page 13
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4. Validation

References

As with any operation using clinical study data, validation and testing
is an important part of the process to ensure that the data maintains
the highest level of accuracy from the source systems through to the
data warehouse and then in succeeding uses, such as visualizations or
reporting. End-to-end testing includes verifying the following:

1.	
The Clinical Data Interchange Standards Consortium (CDISC). Study
Data Tabulation Model (SDTM). http://www.cdisc.org/.

•	
Mapping specifications from source to target, the ETL algorithm
specifications, the data warehouse structure created from the
specifications, the ETL programming used to prepare and load
the data into the warehouse and the verification of the data that
ultimately resides in the warehouse against its source.
•	
Warehouse data model against the SDTM implementation guide for
each domain that is used in the warehouse and making sure that all
required fields exist in the database.
•	
Data loaded into each table is accurate and complete as postwarehouse processes load data into reporting/visualization tools
and it is therefore essential that the data and record counts match the
source systems. This step includes:
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Standards Requirements for Metadata Repositories (MDRs) and the Next
Generation of eClinical Software
By Mike Collinson

Introduction

1. Have the new standard available for use without user interaction.

When I started in the life sciences standards field twelve years ago, I
had expected that we would have finished working by now. However,
data specialists are an analytical breed, and with the explosion of
computing power and greater availability of information, we find that
more standards are required to cope with novel types of data. These
standards are continually being enhanced to cope with new data,
disease classes and research focus and can change almost daily. As
database developers, programmers and reviewers, we rely on standards
to allow us to complete our job - to the degree that a code list update
can be critical to the delivery of an analysis dataset. If standards are to
realize their full potential, we need to avoid deviations from standards
due to operational pressures and make it easy to comply.

What must a Metadata Repository
for the next generation of
eClinical software provide?
A Metadata Repository (MDR) for the next generation of eClinical
software needs to provide a dynamic repository to store the information
required to conduct and report on clinical trials. This information needs
to be current, peer-reviewed and of unbending quality. An MDR needs
two faces:
1.	A private interface, where new candidate standards updates can be
evaluated, compared for consistency, then reviewed, approved, and
added to the public standard.
2.	A public interface supporting any and all versions and allowing
consumers of standards access to the very latest approved content.
In the new era of digital connectivity, we expect our computer systems
to communicate with each other. We no longer want to log into
a portal and search for updates to a standard. The next generation
of eClinical software will have an innate ability to connect to various
data sources using Application Programming Interfaces (APIs), polling
content continually for implementation by the users. This will result in
new Therapeutic Area standards and additions to controlled terminology
appearing in standards libraries as soon as they are published to
CDISC’s eShare.
In this new era, however, we do not expect that that is the end of the story.
Rather than an MDR recording information about data, structures and
terminology, modern users expect that this will be reflected immediately
in the tools they use to perform their tasks – delivering an updated
dataset specification or terminology enhancement directly to users. Once
a new version of a delivery dataset is available in the repository, users
need more than just a notification. While a notification is important, new
systems should be designed well enough to:

2.	Maintain the history of all versions, to support all historical versions in
the user’s data management / reporting environment and encourage
re-use across protocols.
We need MDR systems that respond to these changes and accommodate
them in a workflow aligned to processing systems listening for updates
from the MDR. Metadata prepared with semantic concepts is incredibly
useful in such situations, such as CDISC Clinical Research Concepts.
Imbuing pieces of information with their relationships to each other is
incredibly powerful. However, this metadata has to be active, with a
clear pathway to inclusion in my data processing systems, so it can help
me do my job efficiently.
As a user, when these updates are delivered to the application I’m relying
on to clean or report on data, there are three data flows I can follow.
Assuming I have already started working with an object that has been
updated, I would want:
1.	
An automatic update of library objects to be propagated
automatically to my study objects (Push).
2.	An automatic update of library objects propagated automatically
to my study objects, but with a notification workflow that allows me
to incorporate the change or leave it in Development status (Push /
Accept).
3.	A notification that a new version exists, so that I can retrieve the
library object and incorporate it, if required (Pull).
In addition to this concept of continuous change control, we also need
to support the established concept of study lifecycle. It is common in a
clinical trial that a new data collection object is added during conduct of
the trial. This may require a whole new standard, additional terminology
and the use of library objects that have not previously been considered
for the trial. My system must be able to receive the new data in my
data management or reporting environment and use one of the methods
listed above to adopt the new objects in my study. We must maintain
the flexibility to test this and verify the transformation and delivery of
that object while it is still in a development lifecycle, not affecting the
standards in use. This will allow us to verify the delivery terms of a
collection object while it is still in its testing phase, giving early access to
data for downstream systems

Embedded Standards Management and
the Next Generation of eClinical Software
Organizations face increasing data variety and volumes, as well as
number of IT systems, due to incorporations of more external data sources
(e.g., device data, image data, genomic data) in their clinical trials and
new business and development models. Cleaning and transforming data
across multiple sources is a complex activity which involves multiple roles
Continued on page 15
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and interdependent tasks, whose coordination is regulated by standard
operating procedures (SOPs). These often involve manual processes
which are hard to follow and track. Adherence to data standards is
becoming a priority, both as organizations comply with new regulations
and seek to unlock the hidden stores of data by pooling, leveling and
analyzing to make secondary use of data in Clinical Data warehouses.
To this end, any new eClinical system must be designed with embedded
standards to connect business processes and data across the complete
clinical lifecycle.
Key requirements for a metadata driven eClinical system are:

Conclusion
Use of data standards has already transformed clinical research. The
next generation of eClinical software should incorporate those standards
seamlessly and transparently into the tools I use every day. As a data
manager, I can then automate transformations to and from review and
submission models, respond quickly to regulatory enquires on current and
historical data, generate automated definition documents and support a
wide range of data visualization tools.
The result?

•	
Receive updates from standards libraries without intervention.

•	
Faster and more efficient trials through the delivery of high-quality
data with reduced effort.

•	
Contain enough conceptual / contextual information as to be
self-describing.

How can we help?

•	
Manage continuous change control of objects in libraries.
•	
Push / Pull / Accept updates to affected studies as appropriate.
•	
Simplify creation and update of objects we need to complete
our tasks, such as updating the structure of a table, or adding to
controlled terminology.
•	
Manage objects through the development lifecycle (Development,
Test, Production).

•	
By contributing to the expansion of the Standards landscape, by
volunteering for Therapeutic Area teams and feeding back to the
owners of standards where we meet challenges.
•	
By joining CDISC, PhUSE and other technical teams, for example, to
contribute to the growing library of Clinical Research Concepts.
•	
By designing software that is ready to accommodate these advances,
but can cope with the rate of change that is part of these tools.

This will allow us to streamline the whole data delivery cycle to:

About the Author

•	
Build and deploy clinical trials with self-service capabilities.

Mike Collinson has been a Life Sciences Architect with Oracle Health Sciences
Consulting (HSC) for seven years. He focuses on application development
in the Clinical and Safety spaces and is interested in data standards and
aggregation. Mike is a member of the CDISC UK network, and is committed
to enhancing the vision of the CDISC standards.

•	
Quickly and easily manage mid-study change orders with minimal
impact on trial timelines, cost and data integrity.
•	
Enable immediate access to data to allow ongoing data review.
•	
Reduce manual processes required to load, transform and clean trial
data from multiple sources.
•	
Increase data quality with automated data reconciliation and data
cleansing.
•	
Provide better regulatory compliance with comprehensive security,
audit trail and data traceability.
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Data Privacy: An Important Contribution of Clinical Data Management to
Patient Centricity
By Isabelle Abousahl

Abstract
Patient centricity is a new paradigm that has developed over the past
years. It ultimately aims at delivering personalized medicine to patients.
The volume and availability of clinical data in electronic form, which
represents personal data obtained from participants in clinical research
studies or from patients, has concomitantly been growing. This trend
is expected to continue exponentially, thus increasing significantly the
potential of innovation in the various forms of personalized medicine,
but also the risk of data privacy breaches. Therefore, the protection of
personal data cannot be dissociated from the value of the data and
represents another facet of patient centricity.
If not already the case, clinical data management professionals should
know that they have an important role to play in this matter, not only as
safeguards of the purposefulness and quality of clinical data, but also as
key contributors to solutions which may help unlock innovation, such as
de-identification techniques.
This article gives a glimpse of the body of knowledge that data
managers need to acquire and maintain in order to undertake this ethical
role more effectively. We present some specifics of the implementation
of data protection principles by clinical data management professionals
in the context of clinical studies, as well as public disclosure of clinical
trial data. We finally have an outlook as to the evolution of the role in
relation to the new paradigms being implemented as part of the data
privacy frameworks around the world (e.g., privacy by design and data
governance principles). We conclude that clinical data management
professionals are cornerstones to the implementation of a data privacy
framework in the clinical research and development area and thus should
proactively promote this role within their organizations.

Introduction
Applying data privacy to the context of clinical research may be highly
complex, especially when studies are conducted on a global scale,
where the specificities of each country’s legislation have to be taken into
account. Furthermore, the sensitive nature of the data collected increases
the potential harm in case of data privacy breaches and, therefore,
necessitates more restrictions in its handling and processing. These
constraints must be operationalized into the conduct of the study by the
various functions involved with the support of corporate legal counsels.
Data privacy, on the other hand, contributes to the trust of the public
in clinical research and is particularly paramount in order to get active
participation from persons when it comes to:
• Recruiting patients into clinical trials;
• Recruiting donors for bio-banking projects;
• Making secondary use of clinical data for research purposes and
• Delivering digital health applications to patients1, 2, 3.

In parallel, the demand from the public for disclosure of clinical trial data
is growing, calling for safeguards to data privacy before making the
data available. Even if the disclosure may also come from the demand
of a regulator, the protection of personal data remains under the liability
of the sponsors of clinical research projects, and constitutes an ethical
commitment that they must endorse in any case.
Therefore, clinical development leaders should realize that their ability
to understand the constraints as well as the stakes of data privacy is
important in their role.
What is the value added from clinical data management professionals in
this area? How much should they know about data privacy? What role
should they play? Will this role need to change in the near future? The
following sections are meant to propose some answers to these questions.

Value added
The value added to data privacy is found in the essence of the clinical
data management’s role, when it comes:
•	
to guarantee that the data collected as part of a clinical study is at
a level of quality and integrity that preserves the potential scientific
value of the study and
•	
to make sure that the key codes assigned to patients by the sites
respect the conventions defined for the study and that no data
allowing direct identification of study subjects is reported by the sites
to the study sponsor.
These roles are derived from the Good Clinical Practices (GCP) and
specifically addressed in the Good Clinical Data Management Practices
(GCDMP©) set forth by the Society of Clinical Data Management
(SCDM)4, 5.
Therefore, clinical data managers should acquire a minimum body of
knowledge and ensure it remains current with the evolution of laws,
regulations and techniques.

Body of knowledge
a.	General culture regarding data
privacy/protection principles
The social origin of privacy should be understood as well as the historical
reasons that made it emerge as a human right in 1948, as reflected in
Article 12 of the Universal Declaration of the Human Rights6.
The principles defined by the Organization for Economic Development
and Cooperation (OECD) in 1980 in the “Guidelines governing the
protection of privacy and transborder flows of personal data”, meant to
serve as a harmonized foundation for the establishment of further data
privacy legislations around the world, should be known7.
Continued on page 17
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Table 1 summarizes the eight basic principles from the OECD data
protection guidelines.
The drivers that have led, since the emergence of the OECD guidelines
in 1980, to the revision of existing data privacy legislations as well as to
the implementation of new rules and guidelines, should be understood,
among which include:
•	
the need to address the rapid evolution of information technologies
and the exponential growth of the volume of personal data being
collected;
•	
the increased societal and economic value of responsible uses of
personal data and
•	
the concomitant increase of threats to privacy, such as identity theft7.
In addition, a minimum set of concepts should be understood as well as
their importance in the specific context of clinical research studies. Table
2 describes some of the key data privacy concepts.

b.	Understanding different privacy models
implemented across the world:
Since the protection of personal data is not regulated the same way
across geographies, it is helpful to understand the main differences
between the types of laws adopted throughout the world:
•	
The comprehensive model, such as the one implemented in Europe
or in Canada, uses omnibus laws to cover nearly all types of data
and processing of data;
•	
The sectorial model, such as the one implemented in the United
States or in Japan, uses laws that are enacted for specific sectors,
such as the financial and health sectors and
•	
The co-regulatory model, such as the one implemented in Australia or
in New Zealand, uses a combination of a general state legislation
and of binding codes of conduct set by each specific industry sector8.
The comprehensive model implemented in Europe being the most
restrictive, it is important to understand it when implementing clinical
research studies involving sites or contributing organizations located in
the European Union member states, whether they are investigational sites,
sponsors, third party data providers or CROs.

Table 1: The eight basic principles from “The OECD Privacy
Framework - OECD 2013” 7
KEY OECD
PRINCIPLE
Collection Limitation

• Limits to collection
• Lawfull and fair means
• Consent

Data Quality

• Relevant to purposes
• Accurate, complete and kept up-to-date

Purpose Specification

• No later than time of collection
• Subsequent use limited
• Specified on each change

Use Limitation

Not disclosed, made available or used for purposes other than those
specified, except:
• With consent of data subject
• By the authority of law

Security Safeguards

Protected by reasonable security safeguards against risks of loss,
unauthorised access, destruction, use, modification or disclosure

Openness

• General policy of openness about developments, practices and policies
• Means of establishing data and purposes of its use should be readily
available

Individual
Participation

• Individual right to obtain confirmation of whether data controller has
data related to him/her
• Individual right to have data communicated

Accountability

A data controller should be accountable for measures which give effect to the
above principles

Table 2: Some key data privacy concepts7 ,8
KEY CONCEPT

DEFINITION

Personal Data

• OECD: any information relating to an identified or identifiable individual
(data subject)
This definition is generally the one used across jurisdictions
Synonyms: Personally Identifiable Information (PII / USA); Personal
Information (Canada); etc…

Sensitive Personal
Data

The definition varies across jurisdictions, e.g.:
USA:
• Medical records
• Social security number
• Driver’s licence number
• Financial information

A key role in context of clinical studies

EUROPE:
• Racial or ethnic origin
• Political opinions
• Religious or philosophical beliefs
• Trade union membership
• Genetic and biometric data
• Health
• Sex life or sexual orientation

Key data privacy principles, such as consent, data quality and integrity,
data security and confidentiality, and purposefulness of data processing,
are explicitly embedded into GCP. Thus, the safeguards are generally
well in place to ensure they are properly fulfilled.
There is one aspect though which has become more and more tricky, for
global studies covered by the European legislation: the transborder data
flows. The European Data Protection Directive 95/46/EC as well as the
General Data Protection Regulation EU/2016/679 which will supersede
the former as of May 25th, 2018, prohibits the transfer of personal data
to third countries if their level of adequacy has not been established by
the European Commission9, 10.

KEY CRITERIA

Data Controller

Generally: an organisation that has authority to decide how and why
personal information is to be processed
EUROPE (EU 2016/679 – General Data Protection Regulation):
• A natural or legal person, public authority, agency or other body;
• Alone or jointly with others;
• Which determines the purposes and means of processing of personal
data

Data Processor

Generally: an organisation that processes data on behalf of the data
controller

Continued on page 18
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Clinical data managers are in a central place to map the flow of clinical
study data across geographies, data providers and data processors,
irrespective of the fact that records are paper based or electronic. A data
privacy officer conducting a privacy impact assessment could easily
leverage from this mapping in order to ensure that the transfer of data to
third countries is established on the ground of the appropriate adequacy
level. Figure 1 offers an example of an interactive web site that helps one
understand data protection around the world.
The most frequent situations encountered in the case of clinical studies
are:
•	
Transfer of clinical study data to the United States: due to the sectorial
approach and lack of a centralized data protection authority, the
adequacy level is recognized by the EU only for U.S. companies
who have self-registered to the Privacy Shield11.
•	
Processing of clinical study data by off-shore CROs located in
countries where data protection laws have an insufficient level of
adequacy (e.g., India): the transfer can be authorized on the ground
of the use of standard model contracts published by the European
Commission12.

A key role in context of responsible
clinical data sharing
With the commitment made by the pharmaceutical industry in the United
States and Europe through the “Principles for Responsible Clinical Data

Sharing”, published jointly by the PhRMA and the EFPIA, as well as the
requirements from regulatory bodies such as those from the EMA Policy
0070 on “Publication of Clinical Data for Medicinal Products for Human
Use”, the protection of personal data becomes an even more critical
topic13, 14.
De-identified (or anonymized) data is not considered as personal data
and, therefore, is not the subject of data protection laws. In the absence
of a specific consent, collected from patients, regarding the potential
future repurposing of their data originally collected in the context of a
clinical study, data de-identification techniques are needed as a tool
for the lawful processing of this data for secondary scientific research
purposes.
Clinical data professionals have a thorough knowledge of the content
and of the context of the data they deal with almost on a daily basis.
They are, therefore, in a good place to help locate direct and quasi (or
indirect) identifiers from the database or datasets. They can then work to
strip them out or get them transformed in such a way that the probability
of re-identification of individuals is reduced to an acceptable residual level.
Standards are being established in relation to the Clinical Data
Interchange Consortium (CDISC) data models, such as SDTM and ADaM,
to help enable de-identification. However, the clinical data manager will
need to play a role in order to support the process for de-identification
according to the specifics of each clinical study15.

Figure 1: Data protection
around the world. An
interactive world map
available from the web
site of CNIL (Commission
Nationale de l’Informatique
et des Libertés – French Data
Protection Authority)

https://www.cnil.fr/en/data-protection-around-the-world
Continued on page 19
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An emerging role which can be foreseen
from the evolution of data privacy principles
The protection of personal data is more and more envisaged by regulators
according to three pillars: the Data Life Cycle Management (DLM), the
Information Security Practices and the Privacy by Design principle16.
The meaning of “Privacy by Design” for clinical data professionals can
easily be understood from the above issue on data de-identification:
instead of approaching the data de-identification in a reactive manner,
it should become an integral part of the study setup process, in order
to enable a proactive, and thus more robust, approach to clinical data
sharing. Various de-identification scenarios may have to be executed
against each particular dataset, depending on three factors: the risk of
re-identification, the utility of the data for the secondary scientific research
purpose and the code of conduct to which the researcher has committed.
If data de-identification attributes are defined as part of the study
metadata, these could be used to generate automatically de-identified
datasets and data reports in a consistent manner.
In addition, clinical data management professionals definitely have an
active role to play in the support of the DLM pillar, due to their unique
skill set which combines the management of the clinical data flow, the
compliance to data traceability principles and the proper documentation
of each data processing activity.

Conclusion
Clinical data management professionals are a cornerstone in the life
cycle management of personal data in clinical research studies. Their role
is therefore key in ensuring that the ethics of data privacy is preserved,
for the sake of creating and consolidating the trust from the public in
clinical research. Clinical data management leaders, while developing
the vision for the future of their organizations, may consider strengthening
the knowledge and skills of their teams in data privacy, for the benefit
of the inter-disciplinary approach required from companies to implement
their data privacy program.
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Biologic Market: Opportunities and Challenges
By Smita Matre

Biologics are substances derived from biological moiety, composed of
sugar, proteins, nucleic acid, cells and tissues, and possess an innate
ability to treat major chronic diseases better than medicines1, 2. Some
examples of biologics are vaccines, blood and blood products, human
cells and tissues (used for transplants), gene therapies and cellular
therapies. Biologics are available naturally or can be synthesized via
biotechnology1, 2. Biologics include “biosimilars” and “biobetters”.

Biosimilars and Biobetters
Biosimilars, as their name suggests, are similar to a reference product
or any FDA approved biological product in terms of quality, safety, and
efficacy data however, they are not the same1, 3.
Biobetters, also referred to as bio-superiors or follow-on biologics, are
improved forms of the innovator biologics4, 5. The approved biologics
are customized in a way that they are bio superior in nature and have
improved efficacy4. The biobetter outweighs the original biologic in its
ability to extend the half-life, improve bioavailability, lower immunogenicity,
improve purity and/or minimize adverse effects4, 5.
Reading the above descriptions for biosimilars and biobetters, may lead
to a conclusion “Why be similar when you can be better?”. The points
favoring the above statement are illustrated in Table 11, 2, 3, 4.
Table 1. Biobetters vs. Biosimilars – Getting Better

Global Biologic Market
The biologic pipeline looks very promising over the next few years with
the potential for a biologic “gold rush”:
•	
The global biologic market totaled $200.6 billion in 2013 and is
expected to grow to $386.7 billion by the end of 2019, a compound
annual growth rate (CAGR) of 10.6%6.
•	
The global biosimilar market is expected to reach $6.22 billion by
2020 from $2.29 Billion in 2015, at a CAGR of 22.1% from 2015
to 2020 7.

•	
Out of the total 1350 product records there are: >730 biosimilars,
>480 biobetters, >130 reference products8.
India is one country that is poised to have tremendous growth in the
biologic market. India’s biotechnology (biotech) market is currently
ranked 12th in the world and third in the Asia Pacific region9. Its market
size currently, is at US$ 7 billion in FY15, which is expected to grow at
30.5% CAGR to US$ 100 billion by FY25.
The biotech industry’s growth in India is primarily driven by vaccines
and recombinant therapeutics. India is amongst the largest producers
of recombinant Hepatitis B vaccines9. India, and other developing
countries, could be a preferred choice for running biologic trials as the
development costs are 40% lower compared to fully regulated countries10.
However, there are also challenges faced when conducting biologic
trials in India, namely the lack of data exclusivity provisions offered to
biopharmaceutical companies.

Importance of Data Exclusivity
As biologics are synthesized using living cells, there are often very minute
differences in comparison to the innovator biologic. This may allow a
competing pharmaceutical company to create an imitation biologic and
claim they are not violating the patent of the innovator. As a result of
this vulnerability, pharmaceutical companies are pushing for stringent
intellectual property (IP) protection11.
Pharmaceutical companies argue
that an additional layer of IP
protection is needed for biologic
development beyond patents due to
the intricacies in the manufacturing
process and the high cost of the
research. They also want data
exclusivity rights for the innovator
company to keep key information
from the companies who wish to
make the generics11. Market or data
exclusivity, as the name suggests, is
where the regulatory authorities do
not allow for a set period of time
the registration of a new molecule
that is therapeutically similar to the
innovator that is already registered. The set period would prevent any
biopharma company from using the preclinical and clinical data already
submitted by the innovator company to support an application to seek
approval for a biologic drug that is therapeutically the same as the
innovator drug.
The United States has the world’s longest term of data exclusivity for
biologics with 12 years of data exclusivity in addition to the 20-year
patent term11, 12. India, in contrast, has no data exclusivity provisions for
innovators even though it is a signatory to TRIPS (Trade Related Aspects
of Intellectual Property Rights). The lack of data exclusivity protections
Continued on page 21
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may deter pharmaceutical companies from conducting innovative
biologic trials in India.

Global Regulations - Biosimilar
and Biobetters
As already highlighted in Table 1, pharmaceutical companies may try
their hands in developing biosimilars that are cost effective. While doing
so they need to understand the stringent regulations in the country where
they want to seek marketing authorization. Table 2 below highlights
some of regulations that govern biosimilar development in Europe, the
U.S. and India
Table 2. Overview of Biosimilar Regulations in Europe, the U.S. and
India13, 14:
CRITERIA
Steps for showing
biosimilarity with
reference product

EUROPE
• A ny delta in the
quality attributes
should be Justified
• Safety and efficacy
parameters

US

INDIA

Structure, function,
animal toxicity, PK
PD, immunogenicity,
safety and
effectiveness

Molecular and quality
attributes

Regulatory body

EMEA

USFDA

Department of
Biotechnology

Data exclusivity

Cannot file application:

• 4 years after
reference period
approval

No data exclusivity
only patent rights

• U ntil 8 years after
the reference period
approval
• 1 0 years after
reference approval
•M
 arket extension:
any new indication
received during data
exclusivity period
Safety and efficacy
trials

Origin of reference
product

Comparative Clinical
Trials

No provision of nonEMEA licensed reference
products

In the U.S., a full biological license application (BLA) is required and
equivalent procedures apply in other markets. The U.S. Food and Drug
Administration (USFDA) released draft guidelines on biosimilar drugs
in 2012 to try and address the regulatory challenges inherent in the
development process.4

Case Study
Figure 1 presents an interesting biologic case study. Rituxan® (rituximab)
is an innovator biologic developed by Roche to treat chronic lymphocytic
leukemia (CLL). Due to the success of Rituxan®, many companies worked
to develop biosimilars. One such example is CT-P10 (biosimilar rituximab
candidate), developed by Celltrion. CT-P10 uses the same method of
action (MOA) as Rituxan®, but is used for different indications: low-grade
or follicular CD20-positive non-Hodgkin’s lymphoma, CD20- positive
Chronic Lymphocytic Leukemia, and Rheumatoid Arthritis. Roche then
went on to develop a rituximab biobetter, Gazyva® (obinutuzumab),
also to treat CLL. The adverse events observed for Gazyva® are similar
to Rituxan®, however, there is 61% reduction in the risk of progression
or death. Gazyva® is likely to make the development of rituximab
biosimilars futile.15, 16
Figure 1. Biosimilar and Biobetter Case Study

• May not be
approved 12 years
after reference
product approval

Comparative Clinical
Trials

Drugs that are U.S.
reference: adequate
data or information
justifying relevance

Comparative Clinical
Trials not important if
reference product is
authorized in India, or
licensed and marketed
at least 4 years with
important safety and
efficacy data
Authorized reference
biologic approved in
India using completed
data package, licensed
and marketed for at
least 4 years with
significant safety and
efficacy data

The regulations governing biobetters also vary by country. A
pharmaceutical company must follow the regulation in the country
where the trial is conducted. Each country’s regulations have unique
requirements on the portfolio of quality, safety and clinical efficacy data
that must be generated in comparison to the innovator.

Conclusion
Biopharmaceuticals deal with development of complex medicines using
living cells. Biosimilars and biobetters are introduced in the market
following the emergence of a successful biologic as an attempt to gain
an edge over the innovator on certain areas, such as cost. Approval of
biologics involve a detailed analysis of the outcome in combination with
in-depth studies compared to the reference product. Though the biologic
market has tremendous room for growth, certain industry challenges
like resource unavailability, less knowledge pool, unclear regulations,
increasing cost and balance between percentage efficacy and price,
make this area difficult for many pharmaceutical companies to invest
resources.

Continued on page 22
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Ask SASsy
By Ting Sa

Dear SASsy,
How do I import and export Excel data to and from SAS?
Sam in San Diego

There are several ways to import data from Excel to SAS and export SAS
data sets to Excel.

Also, there is SAS code that can be used to export the SAS data sets to
Excel files. Below is an example showing how to use SAS PROC EXPORT
to export the “sample” data set in the work library to an Excel file “c:\test.
xlsx”. The exported data will be saved to “sheet2” in this Excel file.

If you don’t want to write SAS code, you can always use the SAS Import
Wizard to import all types of external data to SAS data sets. Below is a
link to a YouTube video showing you how to use the SAS Import Wizard
to import Excel data:

PROC EXPORT DATA= sample OUTFILE= “c:\test.xlsx”
DBMS=EXCEL REPLACE;
SHEET=”sheet2”;
RUN;

Dear Sam,

https://www.youtube.com/watch?v=8kKTy5lQHuk
Besides using the wizard, you can always directly write the SAS code to
import an Excel file. In SAS, you can use the PROC IMPORT procedure or
the SAS Excel engine to import the Excel file. Below is an example using
SAS PROC IMPORT to import “sheet1” data from the Excel file “c:\test.
xlsx” to a SAS data set “sample” saved in the work library.
PROC IMPORT OUT= sample DATAFILE= “c:\test.xlsx”
DBMS=EXCEL REPLACE;

RUN;

RANGE=”sheet1$”;
GETNAMES=yes;
MIXED=yes;
SCANTEXT=yes;
USEDATE=yes;
SCANTIME=yes;

Below is the SAS code to use the SAS Excel engine to import “sheet1”
data from the Excel file “c:\test.xlsx” to the SAS data set work.sample.
LIBNAME e “c:\test.xlsx”;
DATA sample; SET workbk1.’sheet1$’n; RUN;
LIBNAME e CLEAR;

Just like import, you can also use the Excel engine to export the SAS data
set to an Excel file. Below is an example showing you how to export the
“sample” data set to “sheet2” in the Excel file “c:\test.xlsx”.
LIBNAME e “c:\test.xlsx”;
DATA e.sheet2; SET sample; RUN;
LINNAME e CLEAR;
The bolded text in the SAS code are the ones that need to change every
time the code is used. Also, the Excel file doesn’t need to be created in
advance to export the data, SAS will create the Excel file for you. When
using the Excel engine to export the data, if the sheet in the excel file has
already been created, the export will not work. This sheet will need to be
deleted first before running the code.
The examples in this article should help you to import and export data
successfully in most cases. Sometimes, when importing Excel data sets
to SAS, the data in the Excel columns are not in consistent formats; for
example, different date formats or some are numerical values and some
are character values. In this case, the import procedure may fail. The best
way to have a successful import is to make sure that the data in each
column of the Excel file are consistent.

The above SAS code can be used to import most Excel data files. You just
need to change the Excel file name, the sheet name and the output SAS
data set name every time you use the code. (The bolded text in the code
are the ones that need to be changed.)
There are also several ways to export SAS data sets to an Excel file. The
SAS Export Wizard can be used to export SAS data sets to different
output formats. Below is a link showing how to use the SAS Export
Wizard. Follow the steps on this link but instead of choosing “Microsoft
Excel on PC Files Server,” choose “Microsoft Excel Wookbook”.
http://support.sas.com/kb/45/340.html
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