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1) Abstract 10 

Web-based Electronic Data Capture (EDC) is a mainstay of form-based data collection and 11 
management in clinical studies. This chapter reviews the implementation and start-up tasks for 12 
clinical studies using web-based EDC for form-based data collection and management 13 
(hereafter EDC). Topics covered include designing, developing, testing, and implementing 14 
workflow and data flow in clinical studies using EDC systems. Topics of focus include data 15 
collection, workflow and data flow associated with data collection and processing, data 16 
processing such as exchange, integration, cleaning and coding in EDC systems, implementation 17 
at study sites including training and account management, and working with EDC system 18 
vendors. The chapter emphasizes common responsibilities of Clinical Data Management (CDM) 19 
professionals in the implementation of an EDC application (study). 20 
After reading this chapter, the reader should understand: 21 

• the regulatory basis for practices in EDC implementation and study start-up 22 
• similarities and differences between paper and web-based data collection 23 
• basic and common features of fields, forms and form groupings in EDC systems 24 
• common dynamic workflow and data flow options within web-based EDC systems 25 
• special considerations for data processing when using web-based EDC  26 
• common steps in system set-up and testing  27 
• methods for managing system access and privileges 28 
• common practices for training clinical investigational sites in the use of EDC 29 
• considerations and business models for using vendor-hosted EDC systems 30 

2) Introduction 31 

In the first clinical studies, data were collected on paper forms called Case Report Forms or 32 
CRFs. The structured forms served to assure complete and consistent data collection for each 33 
study participant. Since the early 1990s, we have documented best practices for designing 34 
paper CRFs. (Spilker 1991, Kennedy 2002, McFadden 2007, Avey 2000) Design considerations 35 
focused on graphical lay-out within the confines of a paper page CRFs and visual cues to aid the 36 
form filler such as use of boxes versus circles to indicate ‘check all that apply’ versus ‘check 37 
one’. Instructions were printed on the forms and there were rules governing the type of writing 38 
instruments such as black ballpoint pens and rules for correcting data such as use of a single 39 



line cross out and providing the corrected value, the date, and the initials of the person making 40 
the change. Yet there was nothing to facilitate the workflow of data collection or to prevent 41 
writing discrepant or errant values on the paper form. 42 

In the days of paper-based data collection, how the data were entered into electronic format, 43 
typically in a Clinical Database Management Systems (CDMS), was not the most important 44 
consideration. Clinical study data were usually double data entered. Entry operators were 45 
trained in handling exceptions and allowable corrections. Clinical data management systems 46 
automated the workflow of data entry, integration of external data, cleaning and coding, and 47 
provided automation for tracking data entry, discrepancy identification, and discrepancy 48 
resolution. However, the benefits of these advances were largely limited to in-house data 49 
management groups in Sponsor organizations.  50 

At the turn of the century, technology leveraging the internet such as web-based EDC systems 51 
opened the possibility of extending the benefits of information systems in clinical research to 52 
multiple roles on research teams, investigational sites, and study participants. Commercial and 53 
academic advances were sporadic. (Helms 2001) EDC systems shifted the work of data entry to 54 
clinical investigational sites and contained less data management functionality than the Clinical 55 
Data Management Systems of the time. For example, integrating external data and medical 56 
coding were challenging or altogether not supported in early EDC systems. 57 

There are four ways through which information systems can add value to organizations: 58 
automation, connectivity, decision support, and data mining. (Stead and Lin 2009) Today’s EDC 59 
functionality offers some of this potential. However, achieving broad benefit across clinical 60 
study design, conduct, and reporting for clinical investigators, research teams, and study 61 
participants is dependent on how EDC functionality is leveraged for each clinical study and how 62 
the data are used for better decision-making within and across studies. (Kush 2003) This 63 
chapter focuses on realizing value from EDC functionality through design and implementation 64 
of workflow and data flow within clinical studies.  65 

3) Scope 66 

This chapter provides information on the design, development, and implementation concepts 67 
related to setting-up a study (application) in an EDC system. Practices, procedures, and 68 
recommendations are proposed for clinical data managers to design and implement EDC 69 
facilitated workflow and data flow for automation, connectivity, decision support, and data 70 
mining within and across clinical studies. 71 

While many of the tasks described in this chapter may be joint responsibilities between 72 
different functional areas of an organization, those tasks associated with the collection, 73 
processing and storage of data are covered here. These responsibilities are the core of the 74 
Clinical Data Management profession. As such, the clinical data manager is usually responsible 75 
for the overall implementation of any study application.  76 



Recommendations for EDC system selection were covered in the chapter "Electronic Data 77 
Capture Selecting an EDC System". Recommendations for study conduct and study closeout 78 
using EDC are addressed in the chapter “Electronic Data Capture – Study Conduct, Maintenance 79 
and Closeout”.  80 

4) Minimum Standards 81 

As a mode of data collection and management in clinical studies, EDC systems have the 82 
potential to impact human subject protection as well as the reliability of trial results. Regulation 83 
and guidance are increasingly vocal on the topic. The E6(R2) Good Clinical Practice: Integrated 84 
Addendum contains several passages particularly relevant to use of EDC systems in clinical 85 
studies.  86 

Section 2.8 “Each individual involved in conducting a trial should be qualified by education, 87 
training, and experience to perform his or her respective tasks.”  88 

Section 2.10, “All clinical trial information should be recorded, handled, and stored in a way that 89 
allows its accurate reporting, interpretation, and verification.” 90 

Section 5.0 states that, “The methods used to assure and control the quality of the trial should 91 
be proportionate to the risks inherent in the trial and the importance of the information 92 
collected.”  93 

Section 5.1.1 states that “The sponsor is responsible for implementing and maintaining quality 94 
assurance and quality control systems with written SOPs to ensure that trials are conducted 95 
and data are generated, documented (recorded), and reported in compliance with the protocol, 96 
GCP, and the applicable regulatory requirement(s).” Section 5.1.3 states that, “Quality control 97 
should be applied to each stage of data handling to ensure that all data are reliable and have 98 
been processed correctly.”  99 

Section 5.5.1, “The sponsor should utilize appropriately qualified individuals to supervise the 100 
overall conduct of the trial, to handle the data, to verify the data, to conduct the statistical 101 
analyses, and to prepare the trial reports.”  102 

Section 5.5.3 “When using electronic trial data handling and/or remote electronic trial data 103 
systems, the sponsor should, a) Ensure and document that the electronic data processing 104 
system(s) conforms to the sponsor's established requirements for completeness, accuracy, 105 
reliability, and consistent intended performance (i.e., validation).”  106 

Section 5.5.3 addendum “The sponsor should base their approach to validation of such systems 107 
on a risk assessment that takes into consideration the intended use of the system and the 108 
potential of the system to affect human subject protection and reliability of trial results.” and in 109 
the addendum b) states the requirement, “Maintains SOPs for using these systems.”  110 



Section 5.5.3 addendum c-h introductory statement states that, “The SOPs should cover system 111 
setup, installation, and use. The SOPs should describe system validation and functionality 112 
testing, data collection and handling, system maintenance, system security measures, change 113 
control, data backup, recovery, contingency planning, and decommissioning.”  114 

Section 5.5.4 under Trial Management, Data Handling and Recordkeeping, states that, “If data 115 
are transformed during processing, it should always be possible to compare the original data 116 
and observations with the processed data.”  117 

Similar to ICH E6 R2, Title 21 CFR Part 11 also states requirements for traceability, training and 118 
qualification of personnel, and validation of computer systems used in clinical trials. 119 
Requirements in 21 CFR Part 11 Subpart B are stated as controls for closed systems (21 CFR Part 120 
11 Sec. 11.10), controls for open systems (21 CFR Part 11 Sec. 11.30), Signature manifestations 121 
(21 CFR Part 11 Sec. 11.50), Signature/record linking (21 CFR Part 11 Sec. 11.70). Requirements 122 
for electronic signatures are stated in in 21 CFR Part 11 Subpart C. 123 

Recommendations in Section A of the 2007 Guidance for Industry Computerized Systems Used 124 
in Clinical Investigations state that, “Each specific study protocol should identify each step at 125 
which a computerized system will be used to create, modify, maintain, archive, retrieve, or 126 
transmit source data.” 127 

Section B of the CSUCI guidance states expectations with respect to Standard Operating 128 
Procedures (SOPs); “There should be specific procedures and controls in place when using 129 
computerized systems to create, modify, maintain, or transmit electronic records, including 130 
when collecting source data at clinical trial sites” and that, “the SOPs should be made available 131 
for use by personnel and for inspection by FDA.” 132 

Section C reiterates document retention requirements under 21 CFR 312.62, 511.1(b)(7)(ii) and 133 
812.140. Further, section C of CSUCI goes on to state that, “When source data are transmitted 134 
from one system to another …, or entered directly into a remote computerized system … or an 135 
electrocardiogram at the clinical site is transmitted to the sponsor’s computerized system, a 136 
copy of the data should be maintained at another location, typically at the clinical site but 137 
possibly at some other designated site.” And that “copies should be made contemporaneously 138 
with data entry and should be preserved in an appropriate format, such as XML, PDF or paper 139 
formats.” 140 

Section D further specifies 21 CFR Part 11 principles with respect to limiting access to CSUCT, 141 
audit trails, and date and time stamps. 142 

Section E likewise provides further detail regarding expectations for security, e.g., “should 143 
maintain a cumulative record that indicates, for any point in time, the names of authorized 144 
personnel, their titles, and a description of their access privileges” and recommends that, 145 
“controls be implemented to prevent, detect, and mitigate effects of computer viruses, worms, 146 
or other potentially harmful software code on study data and software.” 147 



Section F addresses direct entry of data including automation and data standardization; data 148 
attribution and traceability including explanation of, “how source data were obtained and 149 
managed, and how electronic records were used to capture data”; system documentation that, 150 
identifies software and hardware used to,  “create, modify, maintain, archive, retrieve, or 151 
transmit clinical data”; system controls including storage, back-up and recovery of data; and 152 
change control of computerized systems. 153 

Section G addresses training of personnel as stated in 21 CFR 11.10(i) that those who, “develop, 154 
maintain, or use computerized systems have the education, training and experience necessary 155 
to perform their assigned tasks”, that training be conducted with frequency sufficient to, 156 
“ensure familiarity with the computerized system and with any changes to the system during 157 
the course of the study” and that, “education, training, and experience be documented”. 158 

The Medicines & Healthcare products Regulatory Agency (MHRA) ‘GXP’ Data Integrity 159 
Guidance and Definitions covers principles of data integrity, establishing data criticality and 160 
inherent risk, designing systems and processes to assure data integrity, and also covers the 161 
following topics particularly relevant to EDC. 162 

Similar to ICH E2 (R2), MHRA Section 2.6 states that, “Users of this guidance need to understand 163 
their data processes (as a lifecycle) to identify data with the greatest GXP impact. From that, 164 
the identification of the most effective and efficient risk-based control and review of the data 165 
can be determined and implemented.” 166 

Section 6.2, Raw Data states that, “Raw data must permit full reconstruction of the activities.” 167 

Section 6.7 Recording and Collection of Data states that, “Organisations should have an 168 
appropriate level of process understanding and technical knowledge of systems used for data 169 
collection and recording, including their capabilities, limitations, and vulnerabilities”. And that, 170 
“The selected method [of data collection and recording] should ensure that data of appropriate 171 
accuracy, completeness, content and meaning are collected and retained for their intended 172 
use.” And further, that, “When used, blank forms … should be controlled. … [to] allow detection 173 
of unofficial notebooks and any gaps in notebook pages.” 174 

Section 6.9 Data Processing states that, “There should be adequate traceability of any user-175 
defined parameters used within data processing activities to the raw data, including attribution 176 
to who performed the activity.” And that, “Audit trails and retained records should allow 177 
reconstruction of all data processing activities…” 178 

The General Principles of Software Validation; Final Guidance for Industry and FDA Staff (2002) 179 
states guidance regarding proper documentation expected of software utilized in a clinical trial. 180 

Section 2.4 “All production and/or quality system software, even if purchased off-the-shelf, 181 
should have documented requirements that fully define its intended use, and information 182 
against which testing results and other evidence can be compared, to show that the software is 183 
validated for its intended use.” 184 



Section 4.7 (Software Validation After a Change), “Whenever software is changed, a validation 185 
analysis should be conducted not just for validation of the individual change, but also to 186 
determine the extent and impact of that change on the entire software system” 187 

Section 5.2.2 “Software requirement specifications should identify clearly the potential hazards 188 
that can result from a software failure in the system as well as any safety requirements to be 189 
implemented in software.” 190 

 191 

Good Manufacturing Practice Medicinal Products for Human and Veterinary Use (Volume 4, 192 
Annex 11): Computerised Systems (2011) provides the following guidelines when using 193 
computerized systems in clinical trials. Though the guidance is in the context of manufacturing, 194 
it is included to emphasize the consistency of thinking and guidance relevant to use of 195 
computer systems in clinical trials across the regulatory landscape. 196 

Section 1.0 “Risk management should be applied throughout the lifecycle of the computerised 197 
system taking into account patient safety, data integrity and product quality. As part of a risk 198 
management system, decisions on the extent of validation and data integrity controls should be 199 
based on a justified and documented risk assessment of the computerised system.” 200 

Section 4.2 “Validation documentation should include change control records (if applicable) and 201 
reports on any deviations observed during the validation process.” 202 

Section 4.5 “The regulated user should take all reasonable steps, to ensure that the system has 203 
been developed in accordance with an appropriate quality management system.” 204 

Section 7.1 “Data should be secured by both physical and electronic means against damage. 205 
Stored data should be checked for accessibility, readability, and accuracy. Access to data should 206 
be ensured throughout the retention period.” 207 

Section 7.2 “Regular back-ups of all relevant data should be done. Integrity and accuracy of 208 
backup data and the ability to restore the data should be checked during validation and 209 
monitored periodically.” 210 

Section 9.0 “Consideration should be given, based on a risk assessment, to building into the 211 
system the creation of a record of all GMP-relevant changes and deletions (a system generated 212 
"audit trail"). For change or deletion of GMP-relevant data the reason should be documented. 213 
Audit trails need to be available and convertible to a generally intelligible form and regularly 214 
reviewed.” 215 

Section 10.0 “Any changes to a computerised system including system configurations should 216 
only be made in a controlled manner in accordance with a defined procedure.” 217 

GAMP 5: A Risk-based Approach to Compliant GxP Computerized Systems (2008) suggests 218 
scaling activities related to computerized systems with a focus on patient safety, product 219 



quality and data integrity. It provides the following guidelines relevant to GxP regulated 220 
computerized systems including systems used to collect and process clinical trial data: 221 

Section 2.1.1 states that, “Efforts to ensure fitness for intended use should focus on those 222 
aspects that are critical to patient safety, product quality, and data integrity. These critical 223 
aspects should be identified, specified, and verified.” 224 

Section 4.2 “The rigor of traceability activities and the extent of documentation should be based 225 
on risk, complexity, and novelty, for example a non-configured product may require traceability 226 
only between requirements and testing.” 227 

Section 4.2 “The documentation or process used to achieve traceability should be documented 228 
and approved during the planning stage, and should be an integrated part of the complete life 229 
cycle.” 230 

Section 4.3.4.1 “Change management is a critical activity that is fundamental to maintaining the 231 
compliant status of systems and processes. All changes that are proposed during the 232 
operational phase of a computerized system, whether related to software (including 233 
middleware), hardware, infrastructure, or use of the system, should be subject to a formal 234 
change control process (see Appendix 07 for guidance on replacements). This process should 235 
ensure that proposed changes are appropriately reviewed to assess impact and risk of 236 
implementing the change. The process should ensure that changes are suitably evaluated, 237 
authorized, documented, tested, and approved before implementation, and subsequently 238 
closed.” 239 

Section 4.3.6.1 “Processes and procedures should be established to ensure that backup copies 240 
of software, records, and data are made, maintained, and retained for a defined period within 241 
safe and secure areas.” 242 

Section 4.3.6.2 “Critical business processes and systems supporting these processes should be 243 
identified and the risks to each assessed. Plans should be established and exercised to ensure 244 
the timely and effective resumption of these critical business processes and systems.” 245 

Section 5.3.1.1 “The initial risk assessment should include a decision on whether the system is 246 
GxP regulated (i.e., a GxP assessment). If so, the specific regulations should be listed, and to 247 
which parts of the system they are applicable. For similar systems, and to avoid unnecessary 248 
work, it may be appropriate to base the GxP assessment on the results of a previous 249 
assessment, provided the regulated company has an appropriate established procedure.” 250 

Section 5.3.1.2 “The initial risk assessment should determine the overall impact that the 251 
computerized system may have on patient safety, product quality, and data integrity due to its 252 
role within the business processes. This should take into account both the complexity of the 253 
process, and the complexity, novelty, and use of the system.” 254 



The FDA guidance, Use of Electronic Health Record Data in Clinical Investigations, emphasizes 255 
that data sources should be documented and that source data and documents be retained in 256 
compliance with 21 CFR 312.62(c) and 812.140(d). 257 

Section V.A states that, “Sponsors should include in their data management plan a list of EHR 258 
systems used by each clinical investigation site in the clinical investigation” and that, “Sponsors 259 
should document the manufacturer, model number, and version number of the EHR system 260 
and whether the EHR system is certified by ONC”. 261 

Section V.I states that, “Clinical investigators must retain all paper and electronic source 262 
documents (e.g., originals or certified copies) and records as required to be maintained in 263 
compliance with 21 CFR 312.62(c) and 812.140(d)”. 264 

Similarly, the FDA’s guidance, Electronic Source Data Used in Clinical Investigations 265 
recommends that all data sources at each site be identified. 266 

Section III.A states that, each data element should be associated with an authorized data 267 
originator and goes on to state, “A list of all authorized data originators (i.e., persons, systems, 268 
devices, and instruments) should be developed and maintained by the sponsor and made 269 
available at each clinical site. In the case of electronic, patient-reported outcome measures, the 270 
subject (e.g., unique subject identifier) should be listed as the originator.” 271 

Section III.A.3 elaborates on Title 21 CFR Part 11 and states, “The eCRF should include the 272 
capability to record who entered or generated the data [i.e., the originator] and when it was 273 
entered or generated.” and “Changes to the data must not obscure the original entry, and must 274 
record who made the change, when, and why.” 275 

Section III.A.5 states that the FDA encourages “the use of electronic prompts, flags, and data 276 
quality checks in the eCRF to minimize errors and omissions during data entry”. 277 

Section III.C states that, “The clinical investigator(s) should retain control of the records (i.e., 278 
completed and signed eCRF or certified copy of the eCRF).” In other words, eSource data 279 
cannot be in sole control of the sponsor. 280 

As such, we state the following minimum standards for the implementation and study start-up 281 
using EDC systems. 282 

• Document requirements for all aspects of the eCRF and data collected, processed, or 283 
stored by or in the EDC system.  284 

• Document sources of data at each site including explicit statement that the EDC system 285 
is used as the source where this is the case.  286 

• Ensure data values can be traced from the data origination through all changes and that 287 
the audit trail of all data changes is immutable, preserved, and available for review.  288 

• Use electronic “prompts, flags, and data quality checks in the eCRF to minimize errors 289 
and omissions during data entry”. 290 



• Establish and follow SOPs to ensure that testing including user acceptance testing (UAT) 291 
of the study-specific EDC application is commensurate with the assessed risk.  292 

• Establish and follow SOPs to ensure that testing is completed and documented prior to 293 
implementation and deployment to sites. 294 

• Establish and follow SOPs to ensure that all users have documented training prior to 295 
using the system. 296 

• Establish and follow SOPs to limit data access and permissions to authorized individuals 297 
and to document data access and permissions.  298 

• Establish and follow SOPs for the process of setting up an EDC system for a study. 299 

5) Best Practices 300 

• Develop eCRFs with cross-functional teams including clinical operations, monitoring, 301 
clinical data management, statistics, regulatory affairs, quality assurance, 302 
pharmacovigilance/drug safety, and medical leadership. [VI]  303 

• Ensure adequate attention to the collection, processing, and routing of safety data. [VI] 304 
• Develop the eCRF and edit checks concurrently; finalize eCRF specifications prior to 305 

finalization of edit check specifications. [VI] 306 
• Ensure that all data required for study-related safety decision making at the clinical 307 

investigation site (e.g. toxicity management) are available to sites within the EDC 308 
system. [VI]   309 

• Ensure the eCRF design is intuitive and user-friendly for data entry and that instructions 310 
and references are readily available. [VI] 311 

• Ensure eCRFs do not introduce bias into the data by containing leading questions or 312 
forcing responses. [VI] 313 

• Ensure that comprehensive help (written, live, or otherwise) including eCRF entry 314 
guidelines, study data definition, and dynamic functionality behavior for all 315 
fields/forms/visits are up-to-date and readily available to sites. [VI]  316 

o Help should be available during work days and times of all regions included in 317 
the study.  318 

o Help should support the number of languages including local dialects needed 319 
to communicate with all EDC system users. 320 

• Consider use of available data standards. [VI] 321 
• Where data standards are used, ensure that the eCRF conforms to the standards so that 322 

detail (information content) is not lost in downstream mapping to such standards for 323 
submission or data sharing. [VI]   324 

• Ensure site personnel have reliable access to the internet and the EDC application. [VI]  325 
• Ensure that system users are informed in advance of anticipated down time such as 326 

planned system maintenance and that procedures and alternate contact information 327 
are in place for quickly communicating unplanned outages. [VI] 328 

• Ensure that alternate procedures and tools are in place for maintaining critical study 329 
operations during EDC system downtime. [VI] 330 



6) What it Means to Design a Study Application Within an EDC System  331 

Filling in an electronic form is quite different than completing a paper form, where the 332 
advantages of EDC technology are leveraged. For example, in an interventional cardiology 333 
study, if a transfusion is entered, a new form is conditionally generated to collect hemoglobin 334 
and hematocrit values as well as assessment information for peri-procedural bleeding. At the 335 
same time, an email notification is automatically sent to the study safety desk. On-screen 336 
checks are run to flag out-of-range and logically inconsistent lab values, and the investigator’s 337 
assessment of relatedness to the study drug is required; a discrepant data flag is attached to 338 
the form until the investigator’s assessment of relatedness is populated. In this simple scenario, 339 
the EDC system added new forms relevant to the patient, provided greater control of data 340 
entered in the form, facilitated study workflow, automated tracking of discrepant data, and 341 
decreased the gap between the site and central team managing the study – all in real-time. This 342 
functionality is not available when collecting data on paper forms and due to the time-lag in 343 
processing and entering paper forms, immediate action by the central study team is not 344 
possible. Thus, in this simple example, the EDC system as implemented for the study provided 345 
significant value over paper data collection through automation, connectivity, and decision 346 
support.  347 

EDC systems offer the opportunity to define and enforce workflow of data collection in addition 348 
to the data to be collected. While the extent to which workflow and data flow can be 349 
automated within an EDC system depends on the functionality offered by each system, the 350 
basic functionality described in the interventional cardiology study example is available in most 351 
EDC software.  352 

It is the increase in connectivity, work, and data flow automation and decision support that 353 
makes use of EDC different from collecting data on paper forms. An EDC-enabled study goes 354 
beyond implementation of new technology to re-engineer processes and improve decision-355 
making during study conduct. (Kush 2003) For this reason, setting-up a study in an EDC system 356 
is referred to as “building a study” rather than creating a study database. Using EDC means that 357 
for each data value collected on an eCRF, there is an additional choice of what if anything the 358 
system should do in response to entry of each of the possible entry values. In today’s EDC 359 
systems, there are often many options. Thus, the data manager should have a thorough 360 
understanding of workflow and data flow automation and decision support in addition to EDC 361 
system functionality to optimize data-related aspects of study conduct. [VI] 362 

How a human works with a paper form and writing instrument is different from working with a 363 
computerized system and related input devices. Because EDC is often more invasive than paper 364 
data collection in individual working practices and institutional process flow, these interactions 365 
become important in design, testing and implementation. While professionals field-tested 366 
paper forms prior to their use on studies, true human centered design, usability testing, or 367 
implementation monitoring are often appropriate if not necessary in use of EDC.  368 



7) eCRF Design 369 

Most study builds start with the static aspects of the electronic CRFs (eCRFs), i.e., the data 370 
elements or fields to be collected, their definition, valid response values, lay-out on the screen, 371 
and their organization into forms and visits. EDC systems facilitate different ways of grouping of 372 
data to be collected or displayed on eCRFs. Such groupings include grouping of data collection 373 
fields into modules, modules into forms, and forms into visits similar to such groupings on 374 
paper data collection forms. (Figure 1) Likewise, the fields in modules may differ from form to 375 
form and the contents of forms may differ from visit to visit. Just as with paper data collection 376 
forms such module-to-module, form-to-form, or visit-to-visit variability increases the 377 
development cost and must be weighed against ease of use and data quality. [VI] In EDC 378 
systems, grouping of data elements into modules, forms, or visits may be part of data definition 379 
and affect data storage as well as and layout. Thus, eCRF design requires a thorough 380 
understanding of the relationship between data definition, grouping, layout, and data storage 381 
structure in the specific EDC system. [VI]  382 

When designing an eCRF, it is often not known what type of computer(s) will be used for data 383 
entry by the end-user. The size and type of screen and input devices such as keyboard and 384 
mouse can easily differ across users and at the same time can affect the data entry process. For 385 
example, fields “below the scroll” may be more easily missed. Many EDC systems have the 386 
capability of allowing for longer or wider forms, as well as multiple ‘forms’ within one eCRF 387 
presentation. However, it is good practice to take into consideration the smallest screen 388 
available on the market when deciding grouping and lay-out of data fields on eCRF screens even 389 
if doing so may reduce the amount of data collected on a single eCRF screen. [VI] Static aspects 390 
of eCRF design that are not specific to EDC and are covered in the CRF design chapter of the 391 
GCDMP. There are, however, static aspects of eCRF design that are specific to EDC. These are 392 
covered in subsequent sections of this chapter. 393 

A well-designed eCRF should assist site staff with study conduct including data collection. Most 394 
EDC systems have functionality that can be leveraged to guide site staff in data entry and 395 
actions to be taken in response to entered data. The aspects of the EDC systems that pertain to 396 
the EDC system response to data entered by the user and other user actions taken within the 397 
EDC system are collectively called dynamic behavior. Dynamic behavior is apparent in workflow 398 
and data flow implemented in and facilitated by the EDC system.  399 

Dynamic behavior can be triggered by an individual field or by some relationship between 400 
multiple fields or forms. Further, dynamic behavior may act on an individual field or multiple 401 
fields. Consider handling of dates. A site in Europe may prefer entering dates using the “dd-402 
mmm-yyyy” format, whereas a site in the United States may prefer using “mmm-dd-yyyy”. 403 
Some EDC systems allow site or user-specific settings so that a user can enter dates in their 404 
preferred format and the system converts and stores the data in a standard date format. 405 
Further dynamic behavior pertaining to dates includes functionality to prevent or facilitate 406 
entry of partial dates that may include alerts to the user, or flagging values within the database 407 
and alternate processing of flagged partial dates. In the date examples, the dynamic behavior is 408 



triggered by and acts on single fields (the dates). In this case, the dynamic behavior includes 409 
facilitating different entry formats, how the data will be processed by the EDC system, and the 410 
workflow and data flow associated with entry of valid values and exceptions. The bleed 411 
example above is an example of dynamic behavior triggered by indication of a transfusion (an 412 
individual field) and acting on multiple fields through creation of a new bleed form with fields 413 
for bleed-related lab values and bleed assessment details. In the bleed example, the dynamic 414 
behavior includes triggering a new form in response to an entered data value. Thus, when 415 
designing an eCRF, the designer evaluates each field for whether it is a trigger for dynamic 416 
behavior either alone or in concert with other fields and whether the desired behavior pertains 417 
to an individual field or to multiple fields. [VI] Dynamic aspects of EDC study builds are covered 418 
in subsequent sections of this chapter. 419 

8) Basic Form Features 420 

The most basic function of EDC software is the ability to build and deploy web-based electronic 421 
forms for the entry of data and to store the entered data. In most EDC systems, data elements 422 
are associated with a data collection structure when they are first added to the system. Every 423 
time the data element is implemented as a field in a form, the associated data collection 424 
structure is used, standardizing it throughout the study. Common data collection structures in 425 
EDC systems include free text, many options for semi-structured text, radio buttons, dropdown 426 
lists, and checklists. The use of pre-defined answer choices such as those in radio buttons, 427 
checklists, and dropdown lists provides constraints during entry and along with on-screen edit 428 
checks are associated with higher data quality. (Zozus in Richesson 2018)  429 

Free text fields allow the user to type in character strings. Free text fields often require 430 
specification of a length where the length is sometimes limited by the system or by 431 
functionality in downstream data systems. Consistency of responses is challenging with 432 
completely free text fields and for this reason, they are rarely used for safety and efficacy 433 
endpoints. Free text fields are used when constraining the possible responses is not desired, for 434 
example, comment fields or collection of site explanations of protocol deviations.  435 

Semi-structured text fields, however, are used often and have many variations. For example, 436 
response characters can be limited to alpha or numeric characters. Integer data can be 437 
collected and limited to a number of integers. Floating point, i.e., numbers without a fixed 438 
number of digits before or after the decimal, and fixed point, i.e., numbers with a fixed number 439 
of digits after the decimal, can be used where fractional parts are expected. Semi-structured 440 
fields may also constrain the format of entered data, such as parentheses around a phone 441 
number area code and a dash between the third and fourth digit, or specification of a date 442 
format. Semi-structured text fields constrain entered data and increase consistency in the 443 
collected data. Semi-structured fields should maximally constrain entered data while 444 
accommodating entry of all possible accurate response options. [VI] For example, assuming the 445 
system has the ability, the numeric data element heart rate for adult humans in beats per 446 
minute should be constrained to an integer value. While there will be disagreement about the 447 
range of values possible, the fastest reported human heart rate is 480 beats per minute. 448 



(Chhabra 2012) A range of between zero and 250 beats per minute would not be unreasonable 449 
for a field constraint for a study in normal human adults. The aforementioned recommendation 450 
requires balancing clinical representativeness for the rare case such as 480 bpm or zero at 451 
death with the error-prevention benefit of a tighter range. Consideration should also be given 452 
to fields of mixed type. For example, many lab values are typically a numeric field, but some 453 
test results may be reported with a  > , <, or + symbol, or as ‘positive’, ‘negative’, ‘few’ or 454 
‘trace’. 455 

Radio buttons allow selection of only one choice from a usually short list of options. Radio 456 
buttons provide the maximum constraint possible. As such, this data collection structure should 457 
be used when the response options are known and standardized. [VI] Implementation of radio 458 
buttons should include a mechanism to de-select, i.e., un-select, a previously selected response. 459 
[VI] 460 

Like radio buttons, checklists are usually used for shorter lists because all response options are 461 
displayed on the screen. Checklists differ from radio buttons in that they allow the user to 462 
select more than one option, i.e., check all that apply. Also like radio buttons, checklists should 463 
be used when the response options are known and standardized. [VI] Implementation of 464 
checklists should include a mechanism to de-select, i.e., un-select, a previously selected 465 
response. [VI] 466 

Dropdown lists allow the selection usually of only one choice and also provide a significant 467 
amount of constraint. A drop-down list can be used in any situation appropriate for radio 468 
buttons but require one of more additional clicks; thus, for short lists, radio buttons are 469 
preferred. [VI] Dropdown lists are often used for longer lists to save space on the screen. 470 
However, implementing dropdown lists where a scroll is required should be approached with 471 
caution because items “below the scroll” may be more likely to be missed. [VI] A variation on 472 
both the free text and dropdown list is type ahead functionality where the choice options are 473 
restricted by matching the options to the characters typed by the user. Type-ahead 474 
functionality in combination with a dropdown list may allow use of very long lists including 475 
some clinical controlled terminology sets such as the International Classification of Diseases, or 476 
Current Procedural Terminology. Implementation of checklists should include a mechanism to 477 
de-select, i.e., un-select, a previously selected response. [VI] 478 

Radio buttons, checklists, and dropdown lists collect discrete response options. The underlying 479 
data, however, may not always be discrete. For example, an eCRF may collect the following 480 
data element, “Does the participant have hypercholesterolemia?” with the response options 481 
yes and no, rather than collect the raw cholesterol value. This discretization also represents a 482 
clinical diagnosis which admittedly may take into account more than a single lab value, the 483 
discretization reduces the information content of the data. The yes/no response would be 484 
useless if a different definitional range for hypercholesterolemia were to be applied. 485 
Continuous ratio or interval data should be discretized to ordinal or nominal data only after 486 
careful consideration. [VI]  487 



9) Required verses not required fields,  488 

A field stated as required in a study protocol may or may not be implemented as such in an EDC 489 
system. Certain data may be critical to safety or efficacy endpoints of a study. However, there 490 
may be times when the data are legitimately not available. Functionality for implementing a 491 
field as required in an EDC system differs across systems. In some systems, marking a field as 492 
required means that the user can’t save the form or move past the field or form until a value is 493 
supplied. This is often called a “hard stop” or a “hard required”. Many EDC system offer an 494 
override feature where a user is prompted to provide a missing value and allowed to still move 495 
forward. This is sometimes called a “soft required” meaning that a value for the field is 496 
expected and if the needed values are not entered, the user can acknowledge or override the 497 
alert. The missing value may or may not be tracked depending on the functionality offered by 498 
the EDC system. Whereas paper-based data collection mandated a query be sent to the site 499 
after missing data were discovered, in EDC, this can be a one-step process, with the user 500 
confirming that the value is missing, and possibly a reason why. Where data is expected to be 501 
missing, it may be appropriate to include response options for the user to indicate a reason the 502 
data are not provided, e.g., “sample not collected”, “assessment not done”, “not applicable”, 503 
“data not available/not retrievable”, “asked but unknown”, “asked but subject refused to 504 
answer”, “actual value invalid”, etc. [VI] 505 

Some data are conditionally required. For example, a pregnancy test result is often 506 
conditionally required based on gender, and the specifics of an adverse event are required 507 
when an adverse event is indicated as having occurred. Many EDC systems include functionality 508 
to implement hard or soft constraints for conditionally required data. Implementing such 509 
functionality decreases user data entry time and frustration and should be implemented where 510 
it exists. [VI] 511 

10) Calculated Derived fields 512 

Most EDC systems have the ability to derive fields using basic calculations and algorithms. For 513 
example, Body Mass Index (BMI), is a calculation dependent on the subjects’ Height and 514 
Weight. A field may be placed in the eCRF that automatically calculates and displays the BMI 515 
during entry for the site. Other examples include unit conversions, calculating weight-based 516 
drug dosing and scoring rating scales, and applying eligibility and other study criteria to raw 517 
data. This functionality is useful in providing decision support to sites. Similar to calculated 518 
fields, there are times when it is helpful for a site to have the ability to ‘see’ the data that was 519 
entered at a previous study time point, form, or visit. The user should not be able to change the 520 
re-displayed data copied into the current visit. [VI] If the original data changes, the calculated or 521 
copied value should automatically be updated. [VI] How copied or calculated fields work should 522 
be emphasized in training and a mechanism should be in place to indicate to the user how and 523 
why data has appeared in a form. [VI] 524 

Algorithms to calculate values may be run at the time of entry or afterward and stored but not 525 
displayed. Algorithms to calculate values should be run at the time of entry and calculated 526 



values should be displayed if they are used in decision-making at the clinical investigational site 527 
or if edit checks are based on the calculated value. [VI] If calculated derived fields are to be 528 
used, they should not be editable by the site, to ensure a consistent calculation is performed 529 
across the study population. [VI] Calculated derived values for the purpose of data analysis are 530 
usually not programmed into EDC systems, rather they are programmed as part of building 531 
analysis data sets. Calculations are the result of algorithms; like other computer programs, 532 
procedures should exist to determine the extent of testing and the processes by which testing 533 
and documentation of testing should occur. [I] (Title 21 CFR Part 11)  534 

11) Dynamic Fields  535 

Many EDC systems have the ability to conditionally display a field (or not), for example, based 536 
on a previously entered data value. In this case, the field on which the condition depends is 537 
referred to as a trigger field, and the conditional logic is referred to as the trigger. This is often 538 
referred to as ‘skip logic”, ‘skip patterns”, ‘dynamic branching’, or ‘dynamic fields’. For example, 539 
if collecting whether a procedure was performed, a lead-in question might be asked, “Did the 540 
subject complete the procedure?” If the answer is “Yes”, then the eCRF will display questions 541 
specific to the procedure. If the answer is “No”, then the eCRF will show only a drop-down 542 
select list or text box for the site to record the reason the procedure was not performed. 543 
Displaying or activating fields only when a response is valid is a form of constraint and prevents 544 
discrepant data from being entered. Such constraints should be implemented where feasible. 545 
[VI] 546 

Some systems perform this feature in real time while other systems apply such rules once the 547 
form is saved. In the latter case, the functionality is limited to fields on subsequent forms. If the 548 
EDC system supports complex dynamic field branching in ‘real time’, sometimes called multi-549 
layered dynamics, then use of the feature to control entry is recommended to catch errors at 550 
the earliest possible point or altogether prevent them. [VI] If the EDC system does not have 551 
real-time branching functionality, clear instructions for completion as well as edit checks to 552 
catch logically discrepant data should be used. [VI] Dynamic field behavior should be 553 
emphasized in training and a mechanism should be in place to indicate to the user how, why 554 
and when a dynamic field appears. [VI] 555 

12) Dynamic Forms 556 

In EDC systems, fields are associated with forms (or item groups or modules of forms), and 557 
forms may (Figure 1a) or may not (Figure 1b) be associated with a study visit. Similar to 558 
dynamic fields, many EDC systems support dynamic forms, i.e., forms that appear only when a 559 
subject meets a certain criterion such as entry of a particular data value. A common example of 560 
a dynamic form is a form for prostate cancer screening that only needs to be completed for 561 
male participants. Because dynamic forms do not always appear to be available in the EDC 562 
system, e.g., the prostate screening form will not appear in the system if a participant is female, 563 
they have the potential to confuse users. Dynamic form behavior should be emphasized in 564 



training and a mechanism should be in place to indicate to the user how, why, and when a 565 
dynamic form appears. [VI] 566 
Use of dynamic forms requires considering how the data on dynamic forms activated in error 567 
are handled when the form is subsequently inactivated. For example, consider the case where 568 
the sex of a patient is incorrectly entered as female, generating dynamic gender-specific forms; 569 
afterwards, the gender is subsequently corrected to male. Different EDC systems handle this 570 
scenario differently. Because the origin and all changes to data should be recorded and 571 
immutable, (Title 21 CFR Part 11, ICH E6(R2)) the removal of dynamic forms generated in error 572 
and any data entered on them should be permanently tracked by the system. [I]  573 

Dynamic forms such as repeat, event-driven, or unscheduled assessments can be automatically 574 
triggered as just described or they can be manually triggered. Some EDC systems support 575 
repeat form functionality where a form can be set-up to allow site users to manually trigger a 576 
new instance of the form. For example, some studies may allow for or require repeat 577 
assessments for abnormal vital sign, laboratory, or ECG results. These could be implemented as 578 
a repeat form if the EDC system supports this functionality. Using built-in system functionality 579 
for repeat forms often also automatically maintains the association of the repeated assessment 580 
results records with the visit in which the original result was measured. However, there is 581 
substantial variability in if and how EDC systems support repeatable forms; for example, some 582 
systems only allow for repeatable forms in association with unscheduled visits. Manually 583 
triggered dynamic forms such as repeatable forms are usually used when the necessity of the 584 
additional form instance is (1) dependent on the participant’s course or resulting data and (2) 585 
only occurs for a subset of the participants.  586 

These manually or “site user-triggered” forms require consideration at set-up for how to 587 
maintain the association of the data with the appropriate time point or visit. In other words, 588 
where the EDC system doesn’t or cannot support automatic association of dynamic form data 589 
with the needed time point or triggering event, special provisions for referential integrity must 590 
be made such as requiring entry of the number or date of the event or visit with which the data 591 
on the new form should be associated. [VI] Further, the appearance of the new instance on the 592 
system should be clearly distinct from a visit. [VI] 593 

Many EDC systems have built in functionality for the user to enter the actual date of data 594 
collection and associate the date with the data collected. This data is both ‘meta-data’ (data 595 
about the data), as well as part of the clinical data in the EDC system. It is often assumed that 596 
an assessment or collection date can be derived from the visit date if needed. Thus, physical 597 
exam or vital signs forms often lack assessment or collection date, presumably to decrease data 598 
entry burden on the site. However, some studies permit assessments to occur within a window 599 
of the scheduled or actual visit. These are often implemented as dynamic forms. Omitting a visit 600 
date for dynamic forms or forms within the visit results in information loss by losing the 601 
association of the assessment data with the actual date on which it was collected. We 602 
recommend explicit association of the data to the collection date for better traceability as 603 
articulated in ICH E6R2. [VI] 604 



Determining how to best implement dynamic forms depends on capabilities of the EDC system 605 
and complexity of the study. When used multiple times within a study or program, how 606 
dynamic forms are triggered and completed and how the content and behavior appears to site 607 
users should be consistent to decrease the potential for user confusion. [VI] For example, 608 
consistently using dynamic forms in similar situations such as all repeatable forms or event-609 
driven forms, and using the same process for triggering, completing and correcting them across 610 
all form instances will go a long way toward usability. 611 

13) Dynamic Visits 612 

Similar to forms, some visits are expected for a study, i.e., scheduled per protocol, whereas 613 
others are conditional, that is some visits are only needed for a subset of the participants and 614 
driven by events that occur during the study. Expected visits are usually described as such in the 615 
study visit schedule within the protocol and implemented as such in the eCRF design and EDC 616 
system. Like event-driven forms, event-driven visits may or may not occur and are created as 617 
needed. Event-driven or otherwise unscheduled visits are not expected to occur for every 618 
participant. Many EDC systems support event-driven visits by facilitating their display (or not) 619 
based on data entered for a patient or by manual triggering. In an oncology trial for example, 620 
when a patient meets a certain criterion he or she may move to a different treatment group 621 
with a different set of visits. In some EDC systems, the ability to auto-skip or hide visits is an 622 
option. For example, a field is answered in a visit form stating the subject discontinued from the 623 
study and the remaining visits are skipped or hidden from the visit schedule and are no longer 624 
expected for that subject. 625 

Similar to their form counterparts, referential integrity for repeatable (sometimes called multi-626 
occurring) and event-driven visits often requires special consideration. For example, expected 627 
visits have a minimum count of one and a maximum count of one while event-driven visits may 628 
or may not occur and they may occur multiple times for a patient within a study; i.e., a 629 
minimum count of 0 and often a maximum count greater than one. Providing for referential 630 
integrity means that the data collected on dynamic visits can be associated with the correct 631 
triggering event as well as the correct time point. To accomplish this, usually these visits must 632 
be declared and set-up as such. Dynamics may impact data entry efficiency and system speed 633 
so clinical data managers should weigh the benefit versus the possibility of overloading sites 634 
with confusing or complicated dynamic functionality when considering dynamic visits. [VI] Like 635 
dynamic forms, dynamic visits should be taken into consideration in data status reporting. 636 



Figure 1: Varieties of Alignment of Fields, Forms, and Visits Commonly Supported by EDC Systems 637 

  
Figure 1a: EDC systems often reinforce an alignment 
between fields, forms (or modules), and visits. Sometimes 
it is a strict hierarchy.  

Figure 1b: Some systems may not require fields, forms, 
and visits to be associated in a strict hierarchy and may 
support collection of data outside the study visit structure; 
i.e., forms that are not associated with visits such as log-
based forms that span the study like concomitant 
medication logs or study withdraw forms.  

 
 

 

 
 

 
 
Figure 1c: Some EDC systems may support event-driven 
forms and may also have mechanisms or requirements for 
associating them with visits, other forms, or fields. 
Examples include repeat assessments or unscheduled 
visits. 

 
Figure 1d: Some EDC systems may support both event-
driven forms and visits as well as forms that occur outside 
of a visit context. Examples include event-driven forms 
and log-based forms that span the study such as a log of 
protocol violations or a log of clinical events.  

 638 

14) Form Instructions 639 

From a cognitive engineering standpoint, forms serve as an extension of an individual’s 640 
thinking. (Zhang 1997) Good form design minimizes cognitive load on the user, i.e., the number 641 
or complexity of mental operations that a form completer needs to perform. Thus, the best 642 
form completion instructions are those that are not needed because the structure of the form 643 
makes correct completion obvious and prevents incorrect completion. In the remote collection 644 
of study data as in the case with EDC, such extensive constraint is often not possible. For 645 
example, where a site has only year or month and year for a medical history item, studies 646 



would rather have lower resolution than no data. Sometimes the flexibility is needed to account 647 
for expected variability while in other situations the lack of system functionality requires it. 648 
Form completion instructions fill the gap between the ideal of complete constraint and the 649 
reality of needing some flexibility on the user interface and are usually required. Most EDC 650 
systems offer options for form completion instructions that go far beyond those available to 651 
studies using paper forms. For example, most EDC systems provide additional opportunities to 652 
co-locate instructions with the fields to which they pertain via mouse-over or other field-653 
specific and user-activated help. Field-specific instructions should be as close as possible to the 654 
field to which they pertain and available to the user with minimal barriers to access. (Wickens 655 
and Hollands 2016) While this leans away from provision of form completion instructions as a 656 
separate document, instructions are the minimum required to support consistency where 657 
options exist.[VI] A separate instruction document is better than optionality without 658 
clarification. [VI] There is a trade-off between (1) the need to cover options with instructions 659 
and (2) the amount of time needed to specify and add them into an EDC system. For more 660 
information on form completion guidelines, refer to the CRF Design and CRF Completion 661 
Guideline GCDMP chapters,  662 

15) Data Integration Set-up 663 

Data independence is the ability to change data values and logical or physical structure of the 664 
data without changing the software application that uses the data. (Earley 2011) Maintaining 665 
independence of data from software has been a commonly followed best practice since Edgar 666 
F. Codd, a pioneer of the relational model for databases, defined rules for database 667 
management system to be considered relational. (Codd 1970) Most EDC software today utilizes 668 
an independent underlying database management system. Practitioners referring to the 669 
“clinical database” usually mean the data as stored in the database management system 670 
utilized by the EDC software. Thus, the clinical database usually always contains data entered 671 
through the EDC system. 672 

Most EDC systems offer functionality to import, integrate, process, and display externally 673 
managed data such as data from central clinical labs, core labs, ePRO systems, and central 674 
reading centers. However, functionality for the acquisition and management of external data 675 
vary widely from real-time data feeds with all data processing functionality applicable to the 676 
imported data to systems that require manual imports of external data and those that do not 677 
support standard data processing functions such as discrepancy identification, discrepancy 678 
resolution, and change tracking for imported data. The decision to import and integrate 679 
external data depends on the study needs, the functionality available in the EDC system and the 680 
resources required to apply that functionality. Clinical data managers should understand how 681 
data collected or maintained outside an EDC system will be used, who will use it, and for what 682 
purpose. The answers to these questions help determine the extent and timing of data 683 
integration. 684 

Some vendors involved in the collection and management of data from central clinical labs, 685 
core labs, ePRO systems, and central reading centers offer real-time access to an information 686 



system where the external data can be viewed by sites. However, these often require a 687 
separate login. Integration of external data into an EDC system may be required if the data have 688 
direct impact on clinical decisions or study management. Examples include where EDC-based 689 
randomization uses scores on patient-completed assessments or when doses are adjusted 690 
based on results from an external lab. When data are needed and expected to be used by site 691 
users of the EDC system, they should be integrated into the EDC system. [VI]  692 

Because integration of external data usually includes reconciliation and cleaning of the data, 693 
integration of external data into the EDC system also facilitates interim analysis and database 694 
lock by these checks having been conducted in an ongoing manner throughout the study. 695 
Where it obviates the need for manual entry of data, integration of external data likely saves 696 
time and increases data quality. Maintaining a study blind is an additional consideration in 697 
integration of external data. Data with the potential to unblind a blinded study, for example, a 698 
lab result that might give away the treatment assignment, may require separate treatment or 699 
access controls. 700 

Setting up an EDC system to receive imported data usually requires creating data fields within 701 
in EDC system to receive and store the data to be integrated as well as the algorithms through 702 
which the incoming data are parsed, transformed if necessary, and written to the destination 703 
fields. Because data integration requires algorithmic or manual manipulation of data, the 704 
planned data integration should be fully specified, tested, and traceable. [I] (Title 21 CFR Part 705 
11) Detailed considerations and practices for designing, specifying, managing, and assuring the 706 
quality and compliance of externally managed data are provided in the GCDMP chapter titled 707 
integration of external data. 708 

16) Data Validation Checks (Edit Checks) 709 

Data validation checks are algorithms that are used to screen data for invalid, questionable, or 710 
anomalous values. They are sometimes referred to as edit checks, query rules, error checks. 711 
Data validation checks that run and identify issues as data are entered, as is the case with EDC, 712 
are referred to as on-screen checks.  713 

The use of edit checks in an EDC system offers clinical data managers the opportunity to screen 714 
data for invalid, questionable, or anomalous values and alert the enterer earlier than with 715 
paper-based data collection processes. Use of on-screen edit checks is associated with data 716 
quality similar to that of double entered data. (Zozus et al in Richesson 2018) Further, some 717 
data errors can’t be corrected after time has passed; e.g., a clinical assessment at 30 days post 718 
dose can’t be recreated after the passage of time. While assessment the next day may be 719 
acceptable, the validity of the observations as reflective of the 30-day timepoint decreases with 720 
the passage of time. (Zozus 2017) On-screen checks gives the enterers the ability to address the 721 
flagged values sooner if not immediately, ideally during the assessment or when the source of 722 
the information is at hand. Preventing errors or catching data problems earlier reduces costs. It 723 
is widely accepted that there are significant increases in total cost the further downstream 724 
errors are caught. This concept has become known as the 1-10-100 rule and is described in 725 



three stages, as error prevention is ten-fold less than correction where correction is yet again 726 
ten-fold less expensive than remediation of failures due to uncorrected errors. (Labovitz and 727 
Chang, 1993) Thus, in a risk-based approach, costs associated with prevention can be weighed 728 
against cost of correction and damages from failures due to uncorrected errors. On-screen 729 
checks should be used with EDC to the extent that benefit outweighs cost associated with, for 730 
example, human safety, re-work, and regulatory delays. [VI]  731 

Operationally, on-screen checks in EDC systems increase the immediacy with which Data 732 
Managers, study Monitors, or in-house Study Coordinators or Site Managers can become aware 733 
of and review unresolved discrepancies and interact with investigational sites to resolve them. 734 
Such data-driven contact by phone with site staff promotes an active approach to decreasing 735 
elapsed time to complete and clean data. Getting data in and clean faster has always been a 736 
major part of the value proposition of EDC. At the same time, because EDC broadened the 737 
number and variability in users from internal personnel to users at all of the clinical sites 738 
involved in a study, the requirements for system training and usability are significantly 739 
increased. 740 

a) Types of Edit Checks 741 

Most EDC systems use a rules-based approach to identification of discrepant data and have 742 
functionality for authoring, storing, managing, executing the rules and tracking the lifecycle 743 
of identified discrepancies. Edit checks in EDC can be classified into two broad categories, 744 
“hard” edits and “soft” edits. Soft edits identify discrepant data and usually prompt the site 745 
for data correction but allow the data to be confirmed as is and saved so that entry can 746 
continue. Whereas hard edit checks also identify discrepant data but prevent the identified 747 
data from being saved. In some systems, the form itself can’t be saved with open hard edits. 748 
In other systems, hard edits do not produce an alert that a user can “confirm as is” or 749 
override. Thus, hard edits are sometimes called non-actionable because the user can’t 750 
acknowledge the check and proceed; the only permissible action is to enter data that 751 
conform to the requirements. Data type checks (sometimes called browser checks because 752 
they almost always run real-time in the browser) are commonly implemented as hard edits. 753 
For example, if a user attempts to enter an alphabetical character in a numerical field, the 754 
check will not accept the data and if the field is required, the form will not save until 755 
conformant data are entered. Another type of a hard edit is a property check. Property 756 
checks prevent entering data that do not match form and/or item property settings of the 757 
field documented during system set-up. For example, when a field requires a number with 2 758 
decimals, a value of “3” cannot be entered. Instead, a number with two digits to the right of 759 
the decimal must be entered to satisfy the property requirement. Without satisfying the 760 
property requirement, if the field is required, the form will not save until conformant data 761 
are entered. For this reason, hard edits are usually used for non-feasible scenarios such as 762 
physically impossible values while soft edits are used to identify data values that are 763 
unexpected or unlikely but which could occur. These considerations are more important in 764 
the context of EDC because the data enterer is at a clinical investigational site. Because 765 
failure of a hard edit prevents forward progress with the task of data entry, users are 766 



incentivized to enter a data value that will “pass the check”. Thus, we do not recommend 767 
use of hard edits in EDC. [VI] Many systems have evolved and now allow all checks to be 768 
implemented as soft edits and allow entry of otherwise invalid data along with a reason for 769 
the non-conformant data. 770 

b) Lifecycle Documentation and Management of Edit Checks 771 

Because data entry is done by investigational sites with EDC, the user interface and usability 772 
becomes more important. If a discrepant data value is identified by an edit check, a real-773 
time indicator such as a color change, an alert, haptic feedback, or a change in iconography 774 
on or near the discrepant data is most helpful to the user. [VI] Similarly, an explanation of 775 
the discrepancy should be readily available. [VI] In addition to real-time cues to the user, a 776 
lifecycle record for all detected discrepancies best meets the traceability requirements as 777 
stated in ICH E6(R2). [I] (ICH/FDA 2018) Such a record provides a mechanism through which 778 
changes to data can be reconstructed from the original entry, a prompt (or not) regarding a 779 
discrepancy, and changes to data. In the absence of such a record, it is not possible to 780 
distinguish prompted versus unprompted changes to data following the initial entry. 781 
Further, a record of open discrepancies facilitates reporting and active management of data 782 
collection and cleaning. EDC system functionality for lifecycle documentation and 783 
management of discrepancies varies. 784 

Usability and lifecycle documentation and management of data discrepancies can be 785 
disrupted where EDC functionality does not support complex multivariate checks. For 786 
example, complex rules such as those that cross multiple forms or visits or those with logic 787 
requiring extensive programming may not be able to be implemented real-time on the user 788 
interface or, in some cases, implemented at all within the EDC system. EDC systems vary 789 
and a check may be considered complex by one system and easy for another. Where such 790 
complex checks are considered required for the study and cannot be implemented within 791 
the EDC system, they must be developed and implemented outside the EDC system. 792 
Consequences of developing and implementing edit checks externally include inability to 793 
execute them in a real-time manner on the user interface, cost and time to maintain the 794 
external systems, additional resources required to track and report externally identified 795 
discrepancies, and challenges providing comprehensive status and work-facilitating 796 
reporting during the study. For example, how will the check results be communicated to the 797 
users via the EDC user interface if they are not themselves implemented within the EDC 798 
system? Without an interface, manual re-entry of queries into the EDC system is required so 799 
that site-based users can use the EDC system to resolve queries. The resources needed to 800 
manage this activity should be considered. These realities erode the benefit of EDC. 801 

In addition to edit check complexity, other factors such as data availability and system 802 
performance may prompt consideration of implementation of edit checks external to the 803 
EDC system. For example, if an edit check uses coded terms but coding occurs external to 804 
the EDC system, unless data are coded by the site users within the EDC system, the edit 805 
check cannot run in real-time. Further, for edit checks to be run and tracked within the EDC 806 



system the coded data must be imported into the EDC system or be available to the EDC 807 
system through an interface. A second factor that commonly prompts implementation of 808 
edit checks outside the EDC system is system performance in the presence of numerous 809 
checks or complex checks programmed in EDC. For example, suppose a there is a need to 810 
check that the last date of subject contact is the last chronological date in the database. In 811 
this case, the edit check should pull all dates from each module in the database and 812 
compare those dates against the newly entered date of last contact, or prepopulate it 813 
directly. This type of edit check might access the underlying database thousands of times 814 
and noticeably degrade system response time. Optimization of system performance may 815 
require balancing running complex checks real-time, system response time and 816 
infrastructure cost and most often require collaboration with Information Technology 817 
professionals because of the interplay between hardware and software. [VI] The trade-offs 818 
between real-time identification and resolution of discrepancies and data availability and 819 
system performance may also erode the benefit of EDC. 820 

Usability and lifecycle documentation and management of data discrepancies can be 821 
disrupted where EDC functionality does not support graceful lifecycle management of the 822 
edit check rules themselves. To prevent frustrating and time-consuming rework from data 823 
discrepancies identified in data that previously appeared to sites as complete or clean, edit 824 
checks should be available when the system is moved to production. [VI] While this 825 
recommendation is straightforward when starting a study, mid-study changes bring 826 
challenges and trade-offs. EDC systems have different limitations when adding or altering 827 
edit checks after data have already been entered. For example, while some systems have 828 
the ability to re-trigger edits on existing data edit checks that are added mid-study, other 829 
systems may only apply new edit checks to new or modified data. Therefore, the clinical 830 
data manager should consider how existing data will be checked and may need to provide 831 
for checking previously entered data by means such as programming a listing to identify 832 
issues with existing data. In this example, sites should also be informed that they may be 833 
required to resolve issues identified in earlier visits. 834 

Similarly, usability and lifecycle documentation and management of data discrepancies can 835 
be disrupted where EDC functionality does not support control over when checks are run. 836 
Edit checks may generate queries due to the order of data entry. For example, consider an 837 
edit check that compares the date for visit 3 to the date from visit 2 to assure that visit 3 838 
occurs after visit 2 in time. If data for Visit 3 is entered prior to visit 2, i.e., out of the 839 
expected sequence, the check triggered from entry of the visit 3 date may not run on entry 840 
without the comparator record for visit 2 and may not run when visit 2 is subsequently 841 
entered because the check is triggered from visit 3. These scenarios depend on the 842 
functionality supported by the EDC system. Some systems may allow manual re-execution 843 
of all checks to ameliorate this problem whereas others may not. 844 

EDC system functionality for developing and managing edit checks vary. For example, some 845 
systems handle Univariate checks in the data element or screen definition process. 846 
Univariate checks, those that apply to a single data value, specify valid values of a data 847 



element and thus are sometimes viewed as properties of the data element. Examples of 848 
Univariate checks include data-type checks, missing checks, value options for enumerated 849 
data elements, and maximum, minimum, or range checks for numerical data elements. 850 
Univariate checks are often specified and managed as part of the data element definition 851 
process within EDC systems. The resulting data definition is then leveraged to offer 852 
automated checking of entered data against the valid value constraints in the data 853 
definition. The type and extent of definitional information entered and the extent to which 854 
EDC systems leverage it for checking data vary across systems. Importantly, edit checks that 855 
rely on properties or similar metadata do not require computer programming and thus data 856 
definition-based checks are not subject to the requirements of software validation; i.e., they 857 
do not need to be tested for each study set-up within an EDC system once the relevant 858 
functionality is validated. Not all univariate checks can be supported by definitional 859 
metadata, for example conditional univariate checks such as those that apply in some 860 
situations but not in others. Univariate checks that have to be programmed as edit checks 861 
must be tested just like any other computer program. [I] (21 CFR Part 11) 862 

Multivariate check functionality varies even more. Recall that multivariate checks are those 863 
that compare multiple data values, for example, comparing subject weights over time to 864 
use unlikely weight changes to identify potentially errant data. These checks usually require 865 
writing rules (logic-based algorithms). EDC systems vary in the extent of support for 866 
authoring and managing such rules with some systems merely storing executable SQL code 867 
written for the system’s data model. Such rules are custom computer programs and should 868 
be tested as such. [I] (21 CFR Part 11) Guidance on rules-based approaches to data cleaning 869 
and methods for developing, testing and managing rules can be found in the GCDMP 870 
Chapter titled Edit Check Design. 871 

To define and review edit checks prior to production release of an EDC study, clinical data 872 
managers coordinate activities with clinical, IT, quality control, quality assurance, and/or 873 
other groups. Because of the aforementioned trade-offs and impact on study operations at 874 
sites, the approach to data cleaning should be discussed during development of the EDC 875 
study specification, and in consultation with all stakeholders involved in data validation, 876 
especially sites and team members that work directly with sites [VI].  877 

17) Medical Coding Set-up 878 

During the eCRF development process, all data fields to be coded and the controlled 879 
terminologies with which they will be coded should be identified. [VI] Decisions about coding of 880 
medications, adverse events, procedures, and other study data should be documented in 881 
organizational or study-specific procedures or guidelines. [I] (ICH/FDA 2018) This is particularly 882 
relevant in medical coding because coding tasks are often shared between algorithms and 883 
humans in processes that leverage autoencoding technology followed by use of a human coder 884 
to handle those terms not codable by the algorithm.  885 



EDC system functionality for medical coding varies considerably with three main process 886 
variants. The first (Figure 2a) involves use of type ahead functionality on verbatim term fields to 887 
facilitate use of the controlled terminology by the data enterer at the clinical investigational 888 
site. Because controlled terminologies can be very large, for example MedDRA or SNOMED 889 
contain between 70,000-100,000 terms, this model requires optimized architecture and 890 
infrastructure to assure adequate system response time. Further, the structure of controlled 891 
terminologies can vary widely from a list to a single hierarchy taxonomy to a poly-hierarchical 892 
taxonomy to a poly-hierarchical system of multiple relationships, i.e., an ontology. Supporting 893 
this model means that the EDC system also must have functionality to parse these controlled 894 
terminologies for terms, to store them and to update them with new releases of the 895 
terminology. For these reasons, while the model in Figure 2a, i.e., having sites review 896 
automatically applied codes may be attractive, it is not often the case. A second model involves 897 
the type ahead and dictionary management functionality described in 2a, but also allows for 898 
non-matching verbatim terms to be saved and coded later by a central medical coder (Figure 899 
2b). This model requires that the infrastructure for medical coding is available at the time of 900 
data entry in addition to functionality to support central coding and issuing coding-related 901 
queries to sites through the EDC system. While this model decreases coding-related queries via 902 
the type ahead matching and real-time review of the matched term by the sites, it requires the 903 
infrastructure of both front-end and back-end coding. The third model is the traditional post-904 
processing model and involves the clinical investigational site entering verbatim terms that are 905 
later coded centrally (Figure 2c). This model relieves the pressure of system response time 906 
associated with type ahead coding. However, a mechanism of communicating coding-related 907 
queries to the sites, preferably through the EDC system interface, is required. 908 

Optimizing the coding quality and system usability by the clinical investigational sites requires a 909 
good understanding of the capability of the EDC system to support one or more of the coding 910 
models. 911 

If the EDC system is capable of handling coding, the sponsor should decide whether the user 912 
should be able to see coded terms or only the reported verbatim terms. [VI] Unless coded 913 
terms are included in queries, to avoid confusion, it is recommended not to display coded terms 914 
back to the site user. [VI] Clinical data management should work with team members trained in 915 
controlled clinical terminology to determine how data coding should be handled. [VI] Ensure 916 
the clinical team understands who will be coding terms that don’t match or otherwise 917 
autoencode and how clinical review of coding, where deemed necessary, will occur. [VI] 918 
Documentation of the coding process should include training or guidelines for assigning codes, 919 
the frequency of coding and clinical review, procedures, timing for any data imports or exports 920 
required, and management of dictionaries used in the coding process.  921 

Most terms that code will have additional code/vales associated, a mechanism to re-associate 922 
the codes with this additional information should be built into the DB. For example a MedDRA 923 
term will always have an associated System Organ Class (SOC). 924 



 

 

 

Figure 2a: Type ahead coding running 
real-time on the EDC system 
interface with no processing outside 
of the EDC system requiring coding-
related communication with the 
clinical investigational sites. 

Figure 2b: Type ahead coding running 
real-time on the EDC system interface 
with post processing functionality for 
terms that don’t code or other coding-
related queries communicated to sites 
via the EDC system interface. 

Figure 2c: All coding done as post 
processing with coding-related 
queries communicated to sites via 
the EDC system interface. 

 925 

18) Developing and Testing a Study Within an EDC System 926 

EDC functionality with respect to building a study varies widely. Some systems require 927 
computer programs to be written to create data entry screens and the corresponding logical 928 
structures in which data are stored. However, most EDC systems have tools that decrease or 929 
altogether eliminate custom programming to set up entry screens and data storage. For 930 
example, some EDC systems accept a spreadsheet of data elements by screen and their 931 
properties such as the data type, whether a response is required, the prompt to be displayed 932 
on the screen, the data collection structure to be used, structure-specific specification of valid 933 
values, preceding data element on the screen, and grouping to which the data element belongs. 934 
The EDC system then builds the screen according to the spreadsheet. Other systems offer less 935 
automation and sometimes more flexibility in screen set-up through using graphical user 936 
interfaces where different data collection structures are added to a screen and properties are 937 
added to the data collection structure. Similarly but often to a lesser extent, most EDC systems 938 
have tools to facilitate importing and exporting data as well as for the development of edit 939 



checks and other rule-based system features such as dynamic visits, forms and fields, screen 940 
tab order and skip patterns.  941 

To the extent custom computer programming is required, professionals trained in relevant 942 
programming language, style and tools are required. [I] (Title 21 CFR Part 11) Further, to the 943 
extent that custom programming is required, so is a documented process for specification, 944 
development, and validation of programmed components. [I] (Title 21 CFR Part 11) 945 

User testing with comprehensive test cases is strongly recommended for EDC studies. [VI] 946 
Because the users are external, problems can be more impactful and harder to remediate than 947 
problems in a system used by internal data management staff. Errors in rule specification can 948 
cause equally serious problems such as rules never firing or firing in false positive manner. 949 
Fixing problems with rules often requires site users to go back and address newly fired 950 
discrepancies on data previously thought complete and clean. For this reason, each rule should 951 
be tested with at least one boundary with a case that causes the rule to fire and a test case that 952 
should not cause the rule to fire. [VI] Where rules are tested in a manner that does not address 953 
each logic path in the rule, rules should be monitored once in production to identify rules that 954 
fire too frequently and rules that have not yet fired. [VI] The more data accrued, the better the 955 
ability of such monitoring to identify rules likely to be malfunctioning. Active monitoring finds 956 
problems sooner and prevents sites from receiving queries from errant rules fixed late in the 957 
study. Studies should not collect production data until a User Acceptance Testing (UAT) has 958 
been performed and documented. [VI] The extent of UAT, i.e., the number and type of test 959 
cases for screens and rules can and should be risk-based. [VI] 960 

While tools and functionality obviating custom programming can save time and resources, they 961 
do not eliminate the need for testing. A system with absolutely no custom programming in 962 
study set-up should be tested. [VI] This is because errors can occur during set up and 963 
unintended consequences can result from errors in set-up. For example a spreadsheet listing 964 
fields to be displayed on a screen can contain an error in the data type, prompt, data collection 965 
structure, or valid values. Such errors result in systematic data quality problems because they 966 
most often impact every value entered in the affected field. Further, a system that functions 967 
perfectly according to specifications can cause unintended problems once in use by humans 968 
and at multiple institutions. For example, the set-up specifications for a study on which data 969 
were to be entered in-house contained different response order for questionnaire data and for 970 
clinical observations. The inconsistent display order of yes no radio buttons in a study resulted 971 
in an error rate of over 200 errors per 10,000 fields. (DataBasics, Nahm) The problem was 972 
discovered when the study chair and statistician reviewed the draft tables, found a particular 973 
result clinically unlikely, and investigated. (DataBasics, Nahm) An astute tester may have 974 
detected the problem before the system was released. Other unintended problems include a 975 
screen so long it requires scrolling causing sites to miss fields at the bottom, other field lay-out 976 
that causes fields to be consistently missed, and misleading prompts that cause inconsistent 977 
data entry. Testing in-house may catch some problems. Testing at investigational sites will likely 978 
catch more problems. Thus, some testing of “zero-programming” or configuration-only set-up is 979 
recommended. [VI]  980 



Regardless of the type and amount of testing done, observing a system’s operation once in 981 
production is recommended. [VI] System observation can take many forms including review of 982 
system error logs, distributional and conditional comparison of entered data, queries, query 983 
response, and operational metadata across visits, forms, data elements, sites, and users. 984 
Routine and ongoing system observation may serve as a trigger for risk-based activities 985 
including site calls, monitoring, investigation, and auditing. These activities also help meet the 986 
intent of ICH E6 section 5.1.3, “Quality control should be applied to each stage of data handling 987 
to ensure that all data are reliable and have been processed correctly”. (ICH E6R2, 2018) 988 
Probably most importantly, frequent ongoing observation is pro-active and catches problems 989 
earlier than relying on downstream processes to identify things that look odd, for example, 990 
during analysis programing or table and listing review. “Ironically, there is a major difference 991 
between a process that is presumed through inaction to be error-free and one that monitors 992 
mistakes. The so-called error-free process will often fail to note mistakes when they occur.” 993 
(Arndt 1994) For these reasons, ongoing systematic observation of system performance is 994 
recommended. [VI] Such monitoring may itself be risk-based in terms of the frequency and 995 
extent of the observations and the type of items monitored. [VI] 996 

19) Study Start 997 

End User Preparation (Site) 998 

Good clinical practices advise site assessments. In addition to reinforcing the Title 21 CFR 999 
Part 11 requirement that individuals involved in conducting a trial should be qualified by 1000 
education, training, and experience to perform their respective task(s), the introduction to 1001 
quality management section 5.0 states that the, “sponsor should implement a system to 1002 
manage quality throughout all stages of the trial process” and is followed by a description of 1003 
risk identification and control. (ICH E6 R2 2018, Title 21 CFR Part 11) In that same section 1004 
5.0.2, risk identification, states that the, “sponsor should identify risks to critical trial 1005 
processes and data”, that risks should be considered at both the system and trial levels. (ICH 1006 
E6 R2 2018) To meet the intent of regulation and guidance, a site assessment should 1007 
confirm a site’s ability to access and use the EDC system prior to initiation of the study at 1008 
the site. [VI] Such an assessment may include personnel qualification prior training and 1009 
experience, institutional infrastructure, and system training and demonstration of 1010 
competence in preparation for a study.  1011 

As part of operating a validated system, the sponsor or designee is responsible for ensuring 1012 
that sites are qualified to use hardware or software required by the EDC system. (Title 21 1013 
CFR Part 11) In many parts of the world, access to the internet and associated infrastructure 1014 
are virtually ubiquitous; however, there may still be sites that have connectivity, hardware, 1015 
or software challenges. For example, a site’s internet browser or browser version, may not 1016 
be compatible with the EDC system, or the local area may have less than ideal electrical 1017 
power quality. Internet-based test sites will suffice in many situations; i.e., “if you can 1018 
access this site, you will be able to use the EDC system”. In rural areas or parts of the world 1019 
lacking consistent electrical power or internet access, more consideration should be given 1020 



to a site’s ability to use EDC. Site evaluation and qualification with respect to EDC systems 1021 
by the sponsor or designee should occur during start-up activities prior to subject screening. 1022 
[VI]  1023 

20) EDC Account Management 1024 

Setting System Rights Determined by Roles and Privacy 1025 

Title 21 CFR Part 11 requires, “Limiting system access to authorized individuals” including 1026 
use of, “authority checks to ensure that only authorized individuals can use the system, 1027 
electronically sign a record, access the operation or computer system input or output 1028 
device, alter a record, or perform the operation at hand”. (Title 21 CFR Part 11) System 1029 
access and privileges within the system need to be considered for all roles using the EDC 1030 
system. Management of system access and privileges begins with enumeration of the roles 1031 
and the responsibilities and tasks to be associated for each role within the EDC system. [VI] 1032 
Available roles, tasks, and allowed associations vary across EDC systems. Factors to be 1033 
considered when defining user roles include the following: 1034 
• Data Entry Rights—it is important to understand which users will need access to each 1035 

form or groups of forms within the study. In most clinical trials, site users will be the 1036 
most common user who will need data entry permissions; however, in some studies, call 1037 
center, central reading center, and core lab users or ePRO completers may need more 1038 
limited data entry rights. In some scenarios the sponsor or their designee’s staff may 1039 
need entry or edit rights. For example, in EDC systems with limited coding functionality, 1040 
dictionary coding requires that sponsor/CRO staff be able to enter or modify verbatim 1041 
term fields on a form. To ensure that integrity and reliability of data are maintained, 1042 
sponsors should carefully consider which fields will be modifiable by the sponsor team.  1043 

• Data Management Review (DM Review) or other custom rights—some EDC systems are 1044 
configured to have other workflows such as DM Review, Medical Monitor (MM) review, 1045 
etc. If these workflows are available as part of the EDC system and turned on for a 1046 
particular study, it is imperative to have certain users set up with the appropriate 1047 
permissions and process documentation outlining the workflow and necessary steps. 1048 

• Source Data Verification (SDV) rights—CRA or other clinical operations staff may have 1049 
SDV rights to indicate source-verified fields and to enter queries to the site where 1050 
discrepancies are noted. 1051 

• Read-only access—Some roles may require read access to some fields; for example, a 1052 
research pharmacy filling an order or a central reading center viewing data associated 1053 
with an event under review. 1054 

• Creating manual queries—CDM, CRAs, Drug Safety, clinical/medical coders, etc. may all 1055 
have the ability to create different types (CRA, DM, etc.) of manual queries. 1056 

• Answering or resolving queries (manual or system)—sites will always have the ability to 1057 
answer manual or system queries but some EDC systems may allow other configured 1058 
users (DM, Drug Safety, etc.) to respond to queries as a part of the data cleaning 1059 
process. 1060 



• Closing queries (manual or system)— CRAs may only be able to close or resolve queries 1061 
created by a CRA user group, while CDMs can close system or manual DM queries after 1062 
reviewing site responses. In some EDC configurations, CRAs and DMs could share 1063 
responsibility for closing one another’s queries. 1064 

• Report creation, generation, or view-only access at both the site and by the sponsor or 1065 
designee should be considered. Some possible scenarios include limiting access so that 1066 
each site can only generate reports for their subjects or CRAs can generate reports for 1067 
subjects at their sites or the entire study depending on the user permissions, limiting 1068 
report generation across countries or regions, or limiting report creation to CDM staff 1069 
who have received more advanced training. 1070 

• Data extraction should be similarly limited to prevent unintended disclosure of data. 1071 

Documentation and tracking over time of access and privileges in the system supports 1072 
auditability of procedures.  1073 

21) User IDs and Passwords 1074 

User credentials such as user identifiers and passwords are essential to the control required for 1075 
non-repudiation by Title 21 CFR Part 11. As such, Part 11 section 11.10 requires the, 1076 
“establishment of, and adherence to, written policies that hold individuals accountable and 1077 
responsible for actions initiated under their electronic signatures, in order to deter record and 1078 
signature falsification”. This requirement in Part 11 section 11.100 requires written certification 1079 
to the FDA that electronic signatures, “are intended to be the legally binding equivalent of 1080 
traditional handwritten signatures”. [I] (Title 21 CRF Part 11) In addition, electronic signatures 1081 
must be unique to one individual and should not be reassigned and the identity individuals 1082 
using electronic signatures must be verified. [I] (Title 21 CRF Part 11)  1083 

Processes for dissemination of user credentials such as user identifiers and passwords should 1084 
be established. [VI] These processes should include tracking that users have been properly 1085 
trained prior to receiving access to the system. [I] (Title 21 CRF Part 11) To support non-1086 
repudiation by keeping user credentials secure, the EDC system should force users to change 1087 
their password at first log-in. [VI] and training or system documentation should educate users 1088 
as to the rules and regulations regarding keeping user ID and password information 1089 
confidential, as well as requirements for changing their passwords. [VI] Lastly, the training 1090 
materials should instruct users on what to do should they lose or forget their ID and/or 1091 
password. [VI] Thus, site users should have an individual and not a shared email account to 1092 
receive user IDs and passwords for EDC applications. [VI] Some institutional sites may use a 1093 
shared email account for operational purposes. This can be problematic if the EDC system uses 1094 
email address to uniquely identify user accounts.  1095 

22) Account Management 1096 

The account management process may be defined with cross-functional input and should be 1097 
maintained by a function with knowledge of and close communication with the sites. [VI] This 1098 



supports site user training as well as validation of an individual’s identity and detecting 1099 
personnel changes requiring changes in system access and privileges. Consideration could be 1100 
given to linking the Clinical Trial Management System (CTMS) to the account creation and 1101 
activation system, thereby eliminating the need to transfer user information between systems. 1102 
[VI] A secure process for managing access and privileges will minimize the number of manual 1103 
steps that are included and employ separation of duties. [VI] An example of a typical account 1104 
activation process is enumerated below. 1105 

1. A user is trained and authorized to be granted access to the system for a specific role. 1106 
2. The sponsor or designee confirms that EDC training has been completed by the user. 1107 
3. An account is created, and access provided. 1108 
4. Account use is monitored for aberrant behavior and site staffing is monitored for 1109 

changes necessitating discontinuation of access and onboarding new site personnel. 1110 
5. Accounts are disabled as the access need diminishes when individual patients, visits, or 1111 

the database are locked. 1112 

23) Training Prior to System Access 1113 

Title 21 CFR Part 11 requires a determination that, “persons who develop, maintain, or use 1114 
electronic record/electronic signature systems have the education, training, and experience to 1115 
perform their assigned tasks”. [I] (Title 21 CFR Part 11) Following a risk-based approach, training 1116 
for site users with previously established system education, training, or experience may be less 1117 
extensive than for site users lacking relevant education, previous training, or experience with 1118 
the system. Similarly, training for an open-label extension or similar trial with similar data 1119 
collection in the same system may be significantly reduced. On the other hand, for 1120 
inexperienced sites or new system functionality or processes, study-specific training in the EDC 1121 
system may be more extensive and include an assessment of competence. [VI]  1122 

Documentation of training completion should be maintained in the Trial Master File (TMF). [I] 1123 
(ICH E6 R2 2018) Training documentation may also be given to trainees and used to support 1124 
qualification on future studies. [VI] 1125 

User training on both the system and study application is important. There are varying views on 1126 
the extent to which these two components should be included in training. At a minimum, all 1127 
users should have competency in basic system functionality available through their 1128 
permissions. For a site user, these usually include how to login, how to navigate to patients and 1129 
visits in the system, how to enter and update data, and how to respond to system generated 1130 
data discrepancy notices. [VI] Often, studies add dynamic behavior; in these cases, study 1131 
specific training covering how the study eCRF responds to different user actions and input may 1132 
be required. Because of the increased interaction between data and form behavior in EDC it 1133 
may be effective to combine training on the study eCRF with training on data collection such as 1134 
training on guidelines for where in the medical record to find needed data and what value 1135 
should be chosen in the case of multiple conformant values. [VI] 1136 

User training can be provided through different methods, including 1137 



• Self-study of reading or e-learning materials followed by demonstration of competency 1138 
using sample forms in a training environment 1139 

• Demonstrating competency in training environments that provide training exercises 1140 
with examples that are generic or customized to the study-specific workflow 1141 

• Web-based instruction or decentralized/remote demonstration followed by 1142 
demonstration of competency using sample forms in a training environment 1143 

• Face-to-face training for users in a central training facility, such as at investigators’ 1144 
meetings or other centralized training meetings.  1145 

Consideration should be given to issues posed by language barriers to training. For example, 1146 
investigator meetings could provide simultaneous translation for all languages spoken by 1147 
participants, a train the trainer strategy could be employed, or training materials could be 1148 
translated into the users’ native languages. 1149 

The training requirements articulated in Part 11 also apply to individuals who build, test, and 1150 
maintain the study eCRF and those who manage accounts, privileges and study data within the 1151 
EDC system. [I] (Title 21 CFR Part 11) Individuals with these responsibilities should have 1152 
documented training corresponding to their roles and responsibilities. [I] (Title 21 CFR Part 11) 1153 

24) Study Considerations and Start-up Timelines 1154 

Because the study database should become active prior to enrollment of the first subject, study 1155 
start-up activities are critical for EDC studies. While in paper-based studies, data entry screens 1156 
could be finalized prior to edit checks being ready, this practice is not recommended in EDC 1157 
studies. [VI] As described earlier in this chapter, it is best to run checks during entry. Thus, all 1158 
eCRF development, edit checks, and dynamic behavior should occur prior to the first subject 1159 
screening. [VI] Many of the typical CDM start-up activities for EDC studies include finalization of 1160 
the study protocol, eCRF form design, edit-check specifications, data exchange and integration 1161 
set-up, study user acceptance testing (UAT), report development, and site training. Many of 1162 
these activities occur as the study operational plans are being finalized and changes can occur. 1163 
In most organizations start-up activities are highly cross-functional. Managing the set-up of the 1164 
EDC system as a project in and of itself is recommended to assure that the system is ready 1165 
when needed. [VI] SOPs often govern the sequence of and responsibilities for start-up activities 1166 
adherence as well as documentation of activities performed. 1167 

a) Sponsor/CRO EDC Vendor Responsibilities 1168 

Though Implementation of the Study application may be performed by contracted vendors, 1169 
the Sponsor is ultimately responsible for the adherence to regulatory considerations, and 1170 
final acceptance of the study implementation. A sponsor may choose to build the study in-1171 
house, using tools provided by an EDC Vendor, or outsource the build to a third party such 1172 
as a CRO or independent contractor. In some cases the EDC vendor may be contracted for 1173 
the study build. When several companies are involved with the database build, it is still 1174 
necessary for them to have frequent communication and guidance from the Sponsor. At 1175 



minimum, the sponsor should retain signatory approval of the EDC build or components of 1176 
the EDC build such as the eCRF design, edit checks, testing, initiation on production use of 1177 
the system documentation of the aforementioned activities for the Trial Master File. [VI] 1178 

b) International Study Considerations 1179 

EDC systems are routinely used in international studies. Many EDC systems have the ability 1180 
for presenting the EDC interface in multiple languages or collecting the data in multiple 1181 
languages. CDMs should work with stakeholders to understand language and time zone 1182 
needs of the study or any components of the eCRF. Issues to consider include the following: 1183 
• Whether the local language can be used in a multi-national study. Many coordinators 1184 

speak more than one language. Asking this simple question or challenging the status 1185 
quo in this area can avoid unnecessary work. 1186 

• Planning enough time for eCRFs that must be translated, rendered in multiple 1187 
languages, and undergo back-translation.  1188 

• Ensuring that the eCRF completion guidelines are available in appropriate languages. 1189 
• Understanding how time zone differences will affect time and date stamping of the EDC 1190 

audit trail, and external data that may be collected in other time zones.  1191 
• Consideration of the wording of electronic and manual queries to ensure they will be 1192 

understood by speakers of other languages. 1193 
• Ensuring that helpdesk support has sufficient language coverage to assist sites with 1194 

system issues in their local language and time zones. 1195 
• Understanding how data collected in different languages will be interpreted and used 1196 

for analysis. 1197 

25) Recommended Standard Operating Procedures 1198 

ICH E6 states that, “During protocol development the Sponsor should identify processes and 1199 
data that are critical to ensure human subject protection and the reliability of trial results.” (ICH 1200 
E6 R2 section 5.0.1) This implies that organizations should map out the processes involved in 1201 
study design, start-up, conduct, and closeout and make explicit decisions about which are 1202 
considered to impact human subject protection and the reliability of trial results. Organizational 1203 
processes may be partitioned differently leading to different scope and titles for SOPs. We 1204 
provide the following as a list of processes commonly considered to impact human subject 1205 
protection and the reliability of study results. Organizations may differ as to how these 1206 
processes are covered in SOPs. 1207 

• Data Management Plan Creation and Maintenance 1208 
• Document Control (ICH E6 R2 8.0) 1209 
• Software Development Lifecycle (Title 21 CFR Part 11) 1210 
• System validation and functionality testing including how study eCRFs will be specified, 1211 

developed, or configured and tested (Title 21 CFR Part 11, ICH E6 R2 5.5.3 b)  1212 
• Data collection (ICH E6 R2 5.0) 1213 



• Data processing including how medical coding, data review and validation, and 1214 
integration of external data will be handled (ICH E6 R2 5.0)  1215 

• System maintenance (ICH E6 R2 5.5.3 b)  1216 
• System change control (ICH E6 R2 5.5.3 b) 1217 
• System security measures (ICH E6 R2 5.5.3 b) 1218 
• Data backup and recovery (ICH E6 R2 5.5.3 b) 1219 
• Contingency planning (ICH E6 R2 5.5.3 b) 1220 
• System decommissioning (ICH E6 R2 5.5.3 b) 1221 
• Vendor selection and management (Title 21 CFR 312.52, ICH E6 R2 5.0) 1222 
• User Access Creation, Modification, and Revocation (Title 21 CFR Part 11) 1223 
• User training and support (Title 21 CFR 312.52, ICH E6 R2 5.0) 1224 
• Specification, development, and testing of study status reports (ICH E6 R2 5.0) 1225 

26) Literature Review details and References 1226 

This revision is not based on a systematic review of the peer-reviewed literature. 1227 
Recommendations from the literature and writing group have been included in the chapter and 1228 
graded according to the GCDMP evidence grading criteria in the table below.  1229 
 1230 
Evidence 

Level Criteria 

I Large controlled experiments, meta, or pooled analysis of controlled experiments, regulation or 
regulatory guidance 

II Small controlled experiments with unclear results 
III Reviews or synthesis of the empirical literature 
IV Observational studies with a comparison group 
V Observational studies including demonstration projects and case studies with no control 
VI Consensus of the writing group including GCDMP Executive Committee and public comment 

process 
VII Opinion papers 
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